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ezRSA3
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e task.py : RSANZRIZs

e out.py : MM sops. N. ¢

MR T
AGER
1 e = 65537
2 n = 10000
3 = 10
4
5 s = set()
6 while len(s) < n:
7 s.add(getPrime(50))
8
9 sops = sorted(s)
10
11  def get_p():
12 while True:
13 p = 2 * prod(sample(sops, k)) - 1
14 if dis_prime(p) and gcd(p - 1, e) == 1:
15 return p
16
17  def get_q():
18 while True:
19 g = getPrime(512)
20 if ged(q - 1, e) == 1:
21 return q
22
23 p = get_p()
24 q = get_q()
25 N=p*q
26 m = bytes_to_long(flag)



27 ¢ = pow(m, e, N)

I LAEEIXE—1 RSA &

(PR

c = m*e mod N
2 N=p*xq
3 e = 65537

WMNREESTERE N, FLAILUTERE:
AR AG1R
1 phi=(p-1) x (q-1)

2 d = eM-1} mod phi
3 m = cAd mod N

Erabag iy
q REBE 512 bit BEHIEE, 1B p HERHRREHK:

AR

1 p =2 * prod(sample(sops, 10)) - 1

Hrf sops EHiHAAFFHI 10000 4™ 50 bit %K.

FfrLA:
(SRS
1 p+1=2%%vrlx*r2x*...*rl0

XEW r1 ... rio #{RELRFR sops . Bt p + 1 BREHBHNEEAMRIICEE.
BB 10 N IrAe1T, ANASHRE:

(YRS

1 C(10000, 10)



XNMHERK. BEFEEAEERHAEREW 10 MEH, REEFA p + 1 HEXNEHRDIHE
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@AY Pollard p-1 AZEHMWHE p - 1 X8, &EE p + 1 J&&, PrLUEER Williams p+1
DEE

Williams p+1 [FIE
Z[E Lucas F5:

KBk

1 V_0 =2

2 V_1=P

3 V_{n+2} = P x V_{n+1} - V_n

S5 P EZESE, HE p + 1 | M B, BUEEI:

AR

1 V_M=2modp

ABGIR

1 p | (V_M - 2)

[z IY =

(RS RS

1 g = gcd(V_M - 2, N)

R q FEERR V.M - 2, HEERFE:

AR

1 g=p

NEAEFFERIEEMIE p BIRFEELFR sops B, FRUA<L:
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M = 2 * prod(sops)

BHFESEN p + 1 = 2 * prod(10 1 sops FTHEER) , HAE:
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1
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1. F§ ast.literal_eval M out.py Hf## sops. N. c

2. & M = 2 * prod(sops)
3. JWEAMNNH P 21K Lucas 5

4. ItE ged(V_M - 2, N) REIEFFEAETF

5. 118 RSA #ASAH AR E

2

KB READ:
IR
1 dmport ast
2 dmport math
3  from pathlib +import Path
4
5 E = 65537
6
7 def load_output(path="out.py"):
8 tree = ast.parse(Path(path).read_text(encoding="utf-8"))
9 values = {}
10 for node in tree.body:
11 if not isinstance(node, ast.Assign):
12 continue
13 for target in node.targets:
14 if disinstance(target, ast.Name) and target.id in {"sops'", "N",
"c"}:
15 values[target.id] = ast.literal_eval(node.value)
16
17 missing = {"sops", "N", "c"} - values.keys()
18 if missing:
19 raise ValueError (f"missing values in {path}: {sorted(missing)}")
20 return values["sops"], values['"N"], values["c'"]

21
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def

def

long_to_bytes(n):
return n.to_bytes((n.bit_length() + 7) // 8, "big")

lucas_v_mod(P, k, mod):
"""Return V_k(P, 1) modulo mod.

V_O =2, V.1 =P, V_{n+t2} = P x V_{n+1} - V_n.
The doubling formulas for Q = 1 are:

V_{2n} = V_n"2 - 2

V_{2n + 1} V_nx V_{n + 1} - P

V_{2n + 2} V_{n + 1}*2 - 2

vO, vl = 2 % mod, P % mod

for bit in bin(k)[2:]:
v_2n = (vO x v@ - 2) % mod
v_2nl = (v *x vl - P) % mod

if bit == "0":
v, vl = v_2n, v_2nl

else:
v_2n2 = (vl * vl - 2) % mod
vO, vl = v_2nl, v_2n2

return vo

def williams_p_plus_1(N, smooth_factors):

def

# p was generated as p = 2 * prod(sample(sops, 10)) - 1, so
# p + 1 divides M = 2 x prod(all sops).
M=2
for factor in smooth_factors:
M x= factor

for P in [3, 5, 6, 7, 11, 13, 17, 19, 23, 29, 31, 37, 41, 43, 47, 53]:
v = lucas_v_mod(P, M, N)
g = math.gcd(v - 2, N)
print(f"P = {P}, gcd bits = {g.bit_length()}")
if 1 < g < N:

return g

raise RuntimeError("factor not found; try more P values")

main():

sops, N, ¢ = load_output()

p = williams_p_plus_1(N, sops)

q=N//p
assert p x q ==



69

70 phi=(p-1) * (q- 1)
71 d = pow(E, -1, phi)
72 m = pow(c, d, N)
73 flag = long_to_bytes(m)
74
75 print(f"p = {p}")
76 print(f"q = {q}")
77 print(f"flag = {flag.decode()}")
78 assert pow(m, E, N) == c
79
80 if __name__ == "__main__":
81 main()
82
5l ol
RIGIR
1 P =3, gcd bits =1
P =5, gcd bits = 496
p =

1742758560669195975619736217114593185335886385922706399958250264620468583929289
89117914499729326266684166446681775131954109465495209788471037544644541

4 q =
9265309381474757630718919446759792604462330880691236147816341292885035476401972
686515254687465400554080077200231564247361870073370488958617307802962844723

5 flag = NepCTF{5mO@o7h_m4k3s_wllliam_gr34t}

HAETIR

1 NepCTF{5m0o7h_m4k3s_wllliam_gr34t}

AR X BN ZIEE sample(sops, 10) WAE, MEMERD:

REZR
1 p+1=2x* BR/NEHFER

XIREE p + 1 B, IEWXR Williams p+1 9f#%, 9L p M q B, RRIBDTRENE
RSA fi#%,
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1. FHER

-TBEBMR: LeakyRAG

-BEZER: Web /Al Security

-ZLER AENRBMUER. AI¥HEHmE0
FERMT — 187 SecureRAG WHEEERS, FEZOMT:

(AN RS

1 POST /api/search
2 POST /api/upload
3 GET /api/doc/<doc_id>

Hi flag_doc #WATICARMRIPXME, ERNPREEER:

(AN RS

1 [PROTECTED by SecureAI]

2. BB S
/api/search AFAFPIRRER 64 £RE, FHREISHEBIRZEME:

RIGIR
1 {
2 "vector": [0.1, 0.2, "..."],
3 "top_k": 20
4 }

BRERFES!
RIEIR
1 {
2 "doc_id": "flag_doc",
3 "score": 0.9876543210123456,
4 "snippet": "[PROTECTED by SecureAI]"
5 1}
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1 raw[i] = exp((byte[i] - 128) / 64)
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ABGIR
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BTFEREORIRE top-k &R, BEEEHRUMEN flag_doc AIREAEERF. ALFERZF
TR NepCTF{ MIEELEN anchor, # flag_doc FREHIE top-20,

mEmMER, UsRE—MARHEENEE:

(AN RS

1 byte[i] = round(64 x ln(t[i] / t[63]) + 128)

RN FAFENEI1S 2] Flago

4. fREd iz

BIZSHITIRAR

1. TETFRB. NepCTF{ FEXAH 64 fEE,

2. EE—8EIL flag_doc WITE top-20 BY anchor,
3. i£& anchor 5 BirmEMEERME,

4. XF 64 NMEE D RIEINHMLR.

5. IRIERMEZKIRE BirmE,

6. RIEMELIFLLHIERRIEX A,

5. RS

AT ER

1

5 nnn

3 NepCTF LeakyRAG / SecureRAG solver.

4

5 Usage:

6 python solve_leakyrag_current.py

7 python solve_leakyrag_current.py https://target.example.com
g mun

9

10  import json

11  -import math

12 “dimport re

13  1dmport sys

14  Admport urllib.error
15 dmport urllib.request
16
17 DEFAULT_BASE = "https://xobuko9q-txlh-fkqO-un5j-6a5af48b31263-

neptunus.nepctf.com"
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DIM

TOP_

= 64
K = 20

EPSILONS = (le-4, le-5, le-6)

def

def

def

post_json(url: str, body: dict, timeout: float = 20.0) -> dict:

request = urllib.request.Request(

urtl,
data=json.dumps(body, separators=(",", ":")).encode(),
headers={
"Content-Type": "application/json",
"User-Agent": "NepCTF-LeakyRAG-Solver/1.0",
b
method="POST",
)
try:

with urllib.request.urlopen(request, timeout=timeout) as response:

return json.loads(response.read())
except urllib.error.HTTPError as exc:
detail = exc.read().decode(errors="replace'")

raise RuntimeError (f"HTTP {exc.code}: {detail}") from exc

except urllib.error.URLError as exc:

raise RuntimeError (f"Network error requesting {url}: {excl}") from exc

embed (text: str) —-> list[float]:

Reimplement the challenge's deterministic 64-dimensional embedding:

raw[i] = exp((byte[i] - 128) / 64)
unused dimensions = 1
result = raw / ||raw||

vector = [1.0] * DIM

for dindex, byte in enumerate(text.encode()[: DIM - 1]):

vector[index] = math.exp((byte - 128) / 64.0)

norm = math.sqrt(sum(value * value for value 1in vector))

return [value / norm for value 1in vector]

get_flag_score(base: str, query: list[float]) -> tuple[float, int]:

response = post_json(
f"{base}/api/search",
{"vector": query, "top_k": TOP_K},

for rank, result in enumerate(response.get('"results",
if result.get("doc_id") == "flag_doc":
return float(result["score"]), rank

[1), start=1):
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raise LookupError("flag_doc is outside the returned top-20")

def select_anchor(base: str) -> tuple[list[float], float, str, int]:
# Empty text is plaintext-independent. Prefixes improve ranking if needed.
anchors = (
mnmn
)
"NepCTF{",
llflag{ll 5
llNll 0
# Static challenge instances commonly use this plaintext; keeping it
# last makes the actual recovery independent of knowing the full flag.
"NepCTF{134ky_v3ctOr_s34rch_1ls_nOt_3ncryptlOn}",

for text in anchors:
anchor = embed(text)
try:
score, rank = get_flag_score(base, anchor)
return anchor, score, text, rank
except LookupError:

continue

raise RuntimeError(
"No anchor kept flag_doc inside top-20. "
"The instance may contain many user-uploaded documents."

def recover_vector/(
base: str,
anchor: list[float],
baseline_score: float,

) —> tuple[list[float], int]:

For unit target vector v and unit anchor u:

s@ = <u, v>

Query g = u + eps*e_i. The API normalizes q while calculating cosine:

si = <u + eps*e_i, v> / ||u + eps*xe_i||

(s@ + eps*xv_i) / sqrt(l + 2*xeps*u_i + eps”2)

Therefore:

v_i = (si * sqrt(l + 2xeps*u_i + eps?2) - s0O) / eps



112 recovered = [0.0] * DIM

113 worst_rank = 0

114

115 for index in range(DIM):

116 for epsilon in EPSILONS:

117 perturbed = anchor.copy ()

118 perturbed[index] += epsilon

119

120 try:

121 perturbed_score, rank = get_flag_score(base, perturbed)
122 except LookupError:

123 continue

124

125 denominator = math.sqrt(

126 1.0

127 + 2.0 x epsilon * anchor[index]

128 + epsilon * epsilon

129 )

130 recovered[index] = (

131 perturbed_score * denominator - baseline_score
132 ) / epsilon

133

134 worst_rank = max(worst_rank, rank)

135 print(

136 f"\r[+] recovering vector: {index + 1:02d}/{DIM}, "
137 f"rank={rank:02d}, eps={epsilon:g}",

138 end="",

139 flush=True,

140 )

141 break

142 else:

143 print()

144 raise RuntimeError(

145 f'"Unable to recover coordinate {index}: "

146 "flag_doc left the top-20 results"

147 )

148

149 print()

150 norm = math.sqrt(sum(value * value for value 1in recovered))
151 if not math.isfinite(norm) or norm == 0.0:

152 raise RuntimeError("Recovered target vector s invalid")
153

154 return [value / norm for value in recovered], worst_rank
155

156 def decode_vector(vector: list[float]) -> str:

157 froen

158 Normalization cancels 1in coordinate ratios. Since unused coordinates equal
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def

exp(0)=1 before normalization, use the last coordinate as the reference:

vector[i] / vector[-1] = exp((byte_i - 128) / 64)

byte_i = round(64*xln(vector[i]/vector[-1]) + 128)

reference = vector[-1]
plaintext: Llist[str] = []

for value in vector[:-1]:
if value <= 0 or reference <= 0:
break

byte = round(64.0 x math.log(value / reference) + 128.0)
if not 32 <= byte <= 126:

break
plaintext.append(chr (byte))

return "".join(plaintext)

main() -> 1int:
base = (sys.argv[1l] if len(sys.argv) > 1 else DEFAULT_BASE).rstrip("/")

anchor, baseline, anchor_text, initial_rank = select_anchor (base)

print(f"[+] target : {base}")
print(f"[+] anchor text : {anchor_text!r}")
print(f"[+] baseline score : {baseline:.17g}")

print(f"[+] initial flag rank : {initial_rank}")

vector, worst_rank = recover_vector(base, anchor, baseline)
plaintext = decode_vector (vector)

print(f"[+] vector norm : {math.sqgrt(sum(xxx for x 1in

vector)):.17g}")

if

print(f"[+] worst flag rank : {worst_rank}")
print(f"[+] protected text : {plaintext}")

match = re.search(r" (?:NepCTF|flag)\{[ —~1*?\}", plaintext)
if match:
print(f"[+] FLAG : {match.group(0)}")
return 0

print("[!] Recovered text does not contain a standard flag")
return 1

__name__ =="_main__":

try:



205 raise SystemExit(main())

206 except KeyboardInterrupt:

207 print("\n[!] interrupted", file=sys.stderr)
208 raise SystemExit(130)

209

PS E:\ctf\nepctf2026\cry5> python solve_leakyrag_current.py https://@y3yquav-xzeh-rtxi-83cr-6a5cf48f
[+] target : https://@y3yquav-xzeh-rtxi-83cr-6a5cf48f32435-neptunus.nepctf.com

[+] anchor text : "NepCTF{134ky_v3cter_s34rch_1s_net_3ncryptién}’

[+] baseline score : ©.9586506284117946

[+] initial flag rank : 1

[+] recovering vector: 64/64, rank=01, eps=©.0001

[+] vector norm : 1

[+] worst flag rank 1

[+] protected text : NepCTF{e4b8adf@-9185-27f6-76ca-8caP00c63e8f}
[+] FLAG : NepCTF{e4b8adf@-9185-27f6-76ca-8caP00c63e8f}
PS E:\ctf\nepctf2026\crys> ||

true_ezgame

1. ZHER
-TWEBMR: True ezgame
-FB*B: Crypto
-EEBR

AR

1 ncat --ssl Oogenhqf-cllm-bni5-dgj7-6a5afccd32631-neptunus.nepctf.com 443

EEBR: EEIT 40 REKY %, %48 Flag.

2. A D
BRSS IS N £ REREDE:

(AN RS

1 dealer = secrets.randbelow(3)

ERSINT !

AR



1 ROCK, SCISSORS, PAPER = 0, 1, 2

ARSSumTit R

AR

1 H(dealer, r)

MelEERBEXAEL R

ABGIR

1  token = pow(mask, e, n)
2 masked = H(dealer, r) ” mask

RFHEEERFPIREZFAAF r« n. e UK (token, masked) o

EXRHERBE=Mulge, MEB r 2, FRUARILME=1shtE, MERE mask , B RSA ARK
IHRIEE S Ef.

XtFRENE 1, TR

ABGIR

1 value = H(i, r)

2 candidate_mask = masked * value

RS IR

(AN RS

1 pow(candidate_mask, e, n) == token

MREFNXNRIL, HFREEMEERESLNE
ZiIZEE:

(GRS

1 for dealer in range(3):
2 candidate_mask = masked " H(dealer, r)



4 if pow(candidate_mask, e, n) == token:
break

AFAREBEHR RSA 5, BARBBHEMF, RSA AT ARG Ha LA TR IR%&D,
4. RIS

4.1 b3F PoW
EERSE, kSnsat:

(AN RS

1 sha256 (XXX + suffix) == target

XXX B=PRMFH, FHEREENNEFHNHTF, SHEEN:

(GRS

1 6273 = 238328

BEEIRKENE],

4.2 B ERNE

BICIREN:

(GRS

1 r= ...

2  commitment: (token, masked)

SRIERE rock . scissors . paper , EF—IIF:

REBR

1 for dealer in range(3):

2 mask = masked A H(dealer, r)
3

4 if pow(mask, e, n) == token:
5 break

BEWIER dealer MREERBELTNE,



4.3 ixiF W RETE
AR S5 ImAE Sa F i A -

(PR

1 return dealer == (player + 1) % 3

EE AR A

(AN RS

1 player = (dealer - 1) %

PRIVE
FEXKBhE KAk
rock paper
scissors rock
paper scissors

E55ehk 40 $/SENAIRTS Flag.

5. f#RR1CES

(ARERS

1

2  1import argparse

3  dmport ast

4 dmport hashlib

5 dmport ditertools

6 import re

7  dmport socket

8 dmport ssl

9 dmport string

10  import sys
11  from typing import Optional
12
13 MOVES = ("rock", '"scissors'", "paper")
14  ALPHABET = string.ascii_lowercase + string.ascii_uppercase + string.digits

=
9]
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class Tube:

def

def

def

def

def

__init__(self, host: str, port: int, use_ssl: bool = True):
raw = socket.create_connection((host, port), timeout=10)
raw.settimeout (15)
if use_ssl:

# CTF infrastructure may use a temporary or wildcard certificate.

ctx = ssl.create_default_context()

ctx.check_hostname = False

ctx.verify_mode = ssl.CERT_NONE

self.sock = ctx.wrap_socket(raw, server_hostname=host)
else:

self.sock = raw
self.buf = bytearray()

recv_until(self, marker: bytes) -> bytes:
while marker not in self.buf:
chunk = self.sock.recv(4096)
if not chunk:
raise EOFError (f'"connection closed before marker {marker!r}'")
self.buf.extend(chunk)
end = self.buf.index(marker) + len(marker)
data = bytes(self.buf[:end])
del self.buf[:end]
return data

recv_all(self) -> bytes:
out = bytearray(self.buf)
self.buf.clear()
while True:
try:
chunk = self.sock.recv(4096)
except socket.timeout:
break
if not chunk:
break
out.extend(chunk)
return bytes(out)

sendline(self, data: bytes) -> None:
self.sock.sendall(data + b"\n")

close(self) -> None:
self.sock.close()

def solve_pow(challenge: bytes) -> bytes:
"""Parse and solve sha256(XXX+suffix) == digest."""
match = re.search(



63 rb"sha256\ (XXX\+([*\)]1+)\) \sx==\s*x([0-9a-fA-F]{64})",

64 challenge,

65 )

66 if not match:

67 raise ValueError("failed to parse proof-of-work challenge")

68

69 suffix = match.group(1l)

70 target = match.group(2).lower ()

71

72 for chars in itertools.product(ALPHABET.encode(), repeat=3):

73 prefix = bytes(chars)

74 if hashlib.sha256(prefix + suffix).hexdigest().encode() == target:

75 return prefix

76 raise RuntimeError ("proof-of-work solution not found")

7

78 def H(move_id: int, r: bytes) -> -int:

79 return int.from_bytes(hashlib.sha512(bytes([move_id]) + r).digest(), "big")

80

81 def recover_dealer_move(r: bytes, commitment: tuple[int, int], n: int, e: int)
-> qnt:

82 token, masked = commitment

83

84 for dealer in range(3):

85 candidate_mask = masked " H(dealer, r)

86 if pow(candidate_mask, e, n) == token:

87 return dealer

88

89 raise RuntimeError("no dealer move matches the commitment')

90

91 def parse_parameters(data: bytes) -> tuple[int, int]:

92 match = re.search(rb"parameters:\sxn\s*x=\sx(\d+),\sxe\sx=\sx(\d+)", data)

93 if not match:

94 raise ValueError("failed to parse RSA parameters")

95 return int(match.group(l)), int(match.group(2))

96

97 def parse_round(data: bytes) -> tuple[bytes, tuple[int, int]]:

98 r_matches = re.findall(rb"r\s*x=\sx([0-9a-fA-F]{32})", data)

99 c_matches = re.findall(rb"commitment:\s*x(\([*\r\n]+\))", data)

100 if not r_matches or not c_matches:

101 raise ValueError (f"failed to parse round

data:\n{data.decode(errors="replace')}")

102

103 r = bytes.fromhex(r_matches[-1].decode())

104 commitment_obj = ast.literal_eval(c_matches[-1].decode())
105 if (

106 not isinstance(commitment_obj, tuple)

107 or len(commitment_obj) != 2
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150
151

or not all(isinstance(x, int) for x in commitment_obj)

raise ValueError("invalid commitment format")

return r, commitment_obj

def exploit(host: str, port: int, use_ssl: bool = True) -> None:

io =

try:

1 mod 3.

ll)

Tube (host, port, use_ssl=use_ssl)

pow_data = jo.recv_until(b"[+] Plz Tell Me XXX: ")
prefix = solve_pow(pow_data)

print(f"[+] PoW solution: {prefix.decode()}")
jo.sendline(prefix)

first_round = do.recv_until(b"your move [rock/scissors/paper]: ")
n, e = parse_parameters(first_round)
print(f"[+] RSA parameters received: n_bits={n.bit_length()}, e={e}")

round_data = first_round
for idx in range(l, 41):
r, commitment = parse_round(round_data)

dealer = recover_dealer_move(r, commitment, n, e)

# Server checks dealer == (player + 1) mod 3, so player = dealer -

player = (dealer - 1) % 3

print(
f'"[+] round {idx:02d}: dealer={MOVES[dealer]:8s} -> "
f'"player={MOVES[player]}"

)

jo.sendline (MOVES[player].encode())

if ddx != 40:

round_data = io.recv_until(b"your move [rock/scissors/paper]:

result = jo.recv_all()

print(result.decode(errors="replace"), end="")

flag = re.search(rb"NepCTF\{[*\r\n}]x\}", result)
if flag:
print(f"[+] FLAG: {flag.group().decode()}")
elif b"flag:" not in result.lower():
print("[-] Flag was not found in the final response'",

file=sys.stderr)
finally:

jo.close()



152 def main() -> None:

153 parser = argparse.ArgumentParser (description="NepCTF True ezgame solver'")
154 parser.add_argument (

155 "host",

156 nargs="7",

157 default="0ogenhqf-clim-bni5-dgj7-6a5afccd32631-neptunus.nepctf.com",
158 )

159 parser.add_argument("port", nargs="?", type=int, default=443)

160 parser.add_argument("--no-ssl", action="store_true", help="use a plain TCP

connection")

161 args = parser.parse_args()

162

163 exploit(args.host, args.port, use_ssl=not args.no_ssl)
164

165 if __name__ == "__main__":

166 main()

167

dealer=scissors
dealer=paper
dealer=rock

round 29:
round 3©:
round 31:

player=rock
player=scissors
player=paper

[+]
[+]
[+]

[+]
[+]
[+]
[+]
[+]
[+]
[+]

round
round
round
round
round
round
round

32:
33:
34:
35:
36:
37:
38:

dealer=paper
dealer=scissors
dealer=scissors
dealer=paper
dealer=scissors
dealer=paper
dealer=scissors

player=scissors
player=rock
player=rock
player=scissors
player=rock
player=scissors
player=rock

player=rock
player=scissors

[+] round 39: dealer=scissors
[+] round 4©: dealer=paper

I played paper.

You played scissors.

You win this round.

You win the game!

flag: NepCTF{2d1d9el4-f20a-872f-f19c-b547c00adebs}

[+] FLAG: NepCTF{2d1d9el4-f20a-872f-f19c-b547ce@adebs}

LGC Attack

1. FRER
-FWEBHR: The Coppersmith & LLL Forge (Fi=3&4P)
-BEZER: Crypto



-FEBHZE: RSABHSISfR. Coppersmith, LLL. Babai CVP. &l LCG

- ¥ Flag:

(GRS

1  NepCTF{COpp3rsmlth_m33ts_LLL_in_Lattlc3_wOrld!}

B L I TR

(AN RS

1 N=p~x*xq
2  p_high = p >> 502
3 outputs = [s >> 256 for s in states]

HiF p. q 9791024 UL, FlagHA=E) 64 FTE1EN LCG F190 A,

2. BRI
RFIZOBENT:

(GRS

def lcg(state):

1

2 return a * (state - c) % p

3

4  states = [seed]

5 for _ 1in range(5):

6 states.append(lcg(states[-1]))
-

8

outputs = [s >> 256 for s in states]

B FERA KM ER,

2.1 RSA ZFEFESHE
BEFEAFT:

(GRS

1 p_high = p > 502

Et R L R



kg = (p_high << 502) + x
2 0 <= x < 27502

N 29792048 i, FrlA:

(GRS

1 NA(1l/4) ~ 2A512

FHE x RE 5021, /NF Coppersmith EXIESI D EREHSEE, Fltr S REBERE T
P o

2.2 il LCG AT

ERF—HER 6 MRE, BEMAESRIEIR 256 {i:

AR

1 s_1 = outputs[i] * 27256 + e_i
2 0 <= e_i < 27256

SZPESRSZEFHER—ME p BLMEHEXSR, AJUFA LLL 415, B@d Babai RiEME
BEMELEMRL e_1 o

3. iR B
BAED RN B
$—PMEL: CoppersmithtkE p’

A .
< .

(AN RS

pOd = p_high << 502
2 p = poO + Xx

NT BB ENE, BE p NRR8l. BT p BFHHELR, IAFKNE 128 15

(SRS

1 p=po0 + r + 256z

2 FE {i, 8y By coopy 255
3  z < 2794



SN r WEZmN, HA Coppersmith RKIME z . BERIE p &, BE TENEZHHHIA:

AR

1 N%p==20

RANIE RSARRAF p o

FETME%: LLL &% LCG {RfiL
[RiBHER

AR

1 s_(i+1) = a(s_i - c) mod p

A\ .
<.

(ARERS

1 b = -a*c mod p
'

AR

1 s_(i+l) = a*s_i + b mod p
THEASREE:

AR

1 do =20

2  d_(i+1l) = a*xd_i + b mod p
T=

(ARERS

1 s_i = ati*xs_0 + d_i mod p
fLu_i=s_i-d_i, \aF:



(GRS

1 u_i = arixu_0 mod p

BUCAIE 6 445 :

AR

1 [1, a, a*, a°, a*, a°]
2 [0, p, 6, 0, 0, 0]
3 [0, @, p, O, O, 0 ]
4 [97 97 J p’ 97 @ ]
5 [67 ®7 ®7 ®7 p’ O ]
6 [9’ 9’ 3 9’ 9’ p ]

MABMSUWSEMErEE, &3 LLL 9/5#EMA Babai CVP REbiRMRE, MEEENNET
IREERKHIR 256 11,

4. iz

4.1 B EZEF
Coppersmith YR MEREIN p BEBEEFRR N :

AR

1 p divides N: True

XA E £5 R IEfo

4.2 MEFTBIRE
R 6 Math A% 256 i, JEISTRESHBMLEMME:

AR

1 approximation = outputs[i] << 256

fEA LLL AL/aRVEERNTT Babai EMENE, ME 6 MIMUEERAEMIRS:

(AN RS

1 state = (outputs[i] << 256) + suffix[i]



PAFEZ TR UE e -

(GRS

1 states[i + 1] == a x (states[i] - c) % p

BITERN:

ABGIR

1 states recovered: 6
2 LCG transitions verified: 5/5

HERTRE HAVAS 2 BF EM.

4.3 tZHY Flag
MR AT Flag:

(GRS

1 raw_flag = states[0].to_bytes(64, "big").rstrip(b"\x00")

FRIAHURHIAISEN Nepctf{ , REBABEMER Flag MXHENLA NepCTF{ :

(AN RS

1 flag = raw_flag.replace(b"Nepctf{", b"NepCTF{", 1)

= A=F I
REZ1FE

(SRS

1  NepCTF{COpp3rsmlth_m33ts_LLL_in_Lattlc3_wOrld!}

5. f#RR1CES

AR

from __future__ import annotations

1
2
3  from fractions dimport Fraction
4

from typing import Sequence



10
11

12
13
14

N =
2218789782806651014333942388210910124720957602062245156369476949506158149797260
8742852704623563876205804618112075107327156665212714239515814760701261302340013
9848471091551666566294908827879902726736739845418618110220944045547749214487263
5540141051621979327181703053452296396295807049030820994240456833717687264740872
3480204530638051188911383907146464459732256966570622985812410658915066458492530
6646701919200781323853285060909928310380296316579504341603409505767371094304308
5340605946450328356753701838596894813358811764766157379390182370812907161015261
3927334203244932810281755256034938386141530974842254844569528321

P =
1688229564170428859438162460833939495930854700068842035624941820575304739682756
4941613750720814731179447394331347289722997954440186019658170634436731855932630
8639946241387050803870567897990455003681062618518028959111804801936101949486691
042692758312328704198332463748381295179662670277644894332692382094832001

A =
2802795720091734299449784384133610368032491171059281009403273103287697637509701
3340444584624516533812877732765356636498755224823412578682144712225174847403676
1788768427295300204186682753161783503651433451042752128545818234093689685633591
26190343866175957965562040341391831548338963211220297011774571830537510

C =
1245712951556322988546683994155777209023234107771268051175785371839031968982214
7275158011962296179927316054672808821849448503733494565198920137908635495757654
0850822047253125949625907487566200203531387636024785931802658889886859390346973
849762577505739298194345758623618935193592988867173595380777523764885493

OUTPUTS =
[35459629419921339976362040468381638066123839606224258519633349558026816286303,

1045546322778744757798155224027010401171937738979194987161584175072074825574059
4860951287452222836634244972038659655463872071980141607093122980967071684067030
48467252308651447094850738077662602429484476014413105145528513111066898432,
1001738739921482369449862751687980804394256848293635937574201608473041018754676
5656752857392286612533488743086545335007693677799699455867944452335332643486650
90551983619055283479861536819636758300759908719346124739657249484856991426,
2296433761857073512677935888182018678884645990805798370870628386469343785776278
9144711532232054322856778442925763421121221110406715239250541797940621203041867
1801098448106861614428268257369913416521620960775433551136012900615806754,
9513141564592631604990486232441962732103863095415999361133889279588759703255587
2621993749648811840231497497255915119541468722234471910767719699128943237069810
2080079685552353799952692639595301877896445402675601612804908945011453569,
9260798034615707961264803482576670422347864548010991080094166597545368793734580
5915315674162315124976907650768744765262755313526881499074612989758821016497112
7746120279043348435887295343399125161176849584366997997265801293138632505]
TRUNC_BITS = 256

# This is the LLL-reduced row basis of:



15
16

# [1, A, Ar2, ..., AA5] (mod P), plus P on the remaining diagonal rows.
REDUCED_BASIS =
[[-3055812153420752169588794898716602404831286355354848691242968029607396123467
4472332536382406918315388466638686027732177902018194617634516212318445544897130
2524363011459131498885572177231598335760595611479120424160684700242061288887188
0464479812582868680168,
2263032605397109055320211557952509222827581726469628196259216657451509172362765
5588165903176239678725342536696810858653198820618595842722248701206386851437552
6952634482553476791398360488094011045886529258321723961122805185507343649226678
92869916467215663800,
2593300437329871124881387246299362320853358273009129423119688431621057106985698
4908257171282910063496939563264389525608490226119506952573241813234842469028817
9804370015565384993889140185372112801309538680083466183669881156180371057821069
685950184379805375,
-349030865892814541145059797287807440043988433556105442758118353628918792921461
6585156781387523182740025910778787473384107579741277052059341046459719760307663
2669231564302295178522270498789643029079994671915696475955845618275094620420892
846502476990933028663,
7392204668164081491837550419913786016208674089366346151526344284334241884145572
5273275549994200634864072628848722281122802131084802666404702508605721275885398
1306925147312821798514608595360935799284512744305355429767527023682282396573471
4465491993041402454,
-659866456541730299686496367112186277697739933187115679679103923391212880487763
1802288109033818801538903662785188562428370598322624342101690793584319466378588
2288735708999925104065047664083610081100010309365096446095186704393874182184768
90648520689439446195] ,
[126842990881914611972381352799220267510116975533844123128090568823293479598834
2560385583146124179237268579366612880953142088931236062282437888632027668783254
8136501783069013280984325218057475765919747212762137239728160854766217355364725
971967518014693248324,
—-776137630122168153074712673366398147664230288161234543482342213690521198077994
9871174329998554766387198103588141797956231229245931967421763145394227884904398
0775280756605924477373289552032010854914748324210417559320248238707767851342201
44143447758340678236,
-376981618454751455428198903874724464411244879006906340233783280958250621477560
4170135923261077918541142744803880656892694496586190858969302867141259865747091
2206701191329340176340445360924628696670392294833342583415547819809886989198327
123583702932076639018,
-952822178453912364506466586143073876500946930092948516984746060020769657504600
7017814977939574703020347937104958667215579375905177262117002538238150193664427
6435704081195362264274775774204306556570603469093426151252197244161940582011593
28819153236940259097,
1095352859389855807050666823590773847713375327704424249706834270181610602002802
0704563337503573901511154119827361224925116264437503731898679157501109234710801
1558862111406149487843698317999912938766977259116684479143589340190196446371179
96870102731924284951,
-992880381347944510161901955157960704930049440857195577546092263246421198326591



7761208005814275928714652072274789816940251492196664945067031829359521013398411
5292401127197040037287604591988037493999484466123014755525368879214993305867165
64219625027005684419] ,
[-63057329133033437908030330760157201437242998823792795794963997794472072663975
0640359098989511901283174035385361718964732583349286936591264718557503844529481
8692609760759247234655677687073658771341964026586682499525109915502582152896564
7518417795454805516189,
1140529592641353683618899850874326769675702345772087451560569842980292315703052
3368142226808655461169091027655237332765009823425413928551248328334689277338280
2307030107524600455480703725992022774679463990791936510933979143399805132128434
46565624382381583683,
-177120874126058595366767595222942553707970627301336146024991733071032049767659
3956356471497190129860347548089020991509508575085502963896504562640145951903361
3351978131304679504572276026423604170896528796213816360150808480281173470799419
787062345340459996655,
-141479973025642536015920140830733992332615976475820873463041866807314350597450
0922075116075225319130949279883527289812198919645993165468613741693993817064046
7379589754477066129786903576593543581940081509216644035277613205443051083103795
888453107925835335101,
-134860276377779060339477942440471480685441242524673507543114762496911208884980
2648930175549186047732857612593441654066319366287415079781644130068815112734130
5250381035418682587511938205773973443189257251537381391285002135383600371998848
406703242198150703273,
4008215522381661827136572112758203162923946354237084339084553886773123201412409
7806960766727377809338821061046634510758344959197641925551617865554710135610359
5297664812825854783807062074970487807187508728765614395618818467132481761202096
48130550213159124339],
[-13925473955744803672238804993285023780785973856199886737737368103935784239342
4339316043367978327708868695798352904079145901365089520090878341213170054885539
7687827504584550058764380371010745832281325412838820141407485211422583885779758
2301219665165801388124,
-126457800841779253933744094159226458560696122084695857211823015893423739046444
7930547228668351078410726938121951472955701902471775989369284867706320937141808
8901804744738093649631187484978963552985959647581605578011864074659577433696241
613345136531332058489,
-717847258368903120944228721066675058870558367720778370999198305403191522029713
9217753274774657200868365657576428779883799012404211752783012169896105007111301
9951860225879475290073298457073702400337463191744611745968282106569773946984293
05777853304656619593,
2200490233397946988123235810593458423296814802562831930705416026308112249467311
0522716797923552137458310305680497534643450701330595711940962342472558658688134
1564386146066063436685616888442037836910691735864886495625817759371457434956161
51262492704996545938,
8780853715927041045547083241997009139779924514720005267439944708396035280183972
2055937280724478332239039065954473644330676603247975792032348691702994585321048
4927494132098541368694445456994489682850452155342276735593100409486589866223048
49780677915090355983,



1904457908171723769807363333268882722130591744462978987080397310880446927612593
6006998651211244064945879859366836598845833950016660136408165836899759402025511
8704999393582989746446397878991404082631724632146271979985607607408962603525712
51760288708841489737],
[571592465240201213093194116525466773629346259791988764601446084179694538773598
6281646164401988982748443550069468404377793249293302517393335730979461659391813
9404677472969075997098989712269566937015922455027020205121185908476464774208000
89318975202587950129,
6113476315682309564643255291701933776330328910464730329891961165541234037833186
0798423444789759719920806895259039383371841711062265367689320105411006335291012
2583921723798711606196433415879053153987743620327424283643771780062350902812363
57077693932323292309,
-284173193831562438421532185280895591666659849950848894172343165564492879013505
0945016332866769655927774435417844228127089469320629493544969052869810784490956
8055981387838532428588864281000631111377635294324891690157534172459353561121057
445964175482506178550,
1451505410583807174028172603022901366800095059222645350713819601887910281372117
2397816649147044805786890494363115046151018671553466829343063605093654775164299
6093990409519434216040462692662582086225216250728632113699264123679583134864529
71914178885937775632,
3426604952566198554076646723379646929573534746194983087977131420013225846222759
8383203967951939300123479964945396694060568972578158957680975305582854914094807
3735066749566704944436037939337581635750455173173870604182122461268718809386287
78441989970691775840,
7205178972128024009741729433147424578291015863621488369080474974792549371693591
8386136036421143155875428799431911076357063433924352441397992734167280555846571
0561455861093459141954831686581848416556420163595724327730435030564990169539782
39378266433319332559],
[-46015546303804556318416274536917472702124180661097551135015530206644410231840
6588588244115322104671991813866623807116748517215970155900530238871280712381944
1197043431486695753483764606028114332016515360211148621124583045222357649825522
301140339040622538631,
-918448946272088403504980302078424153505389188277595058425719355787368104794831
0181569882943123061752037765835264149926918016580612282603525240546383339827584
3883152878942676325973868820315527188049765048632432739145493595609086607273306
328688448826730742578,
1747223985331254319814368350197849470795714905939225716166607269984607828695347
0009349634110070115594333444615601417379133609232488964275589718653215510533173
9447932979625420605354161443967900041437148802937254383523457972600423125233090
70960634119470639646,
-618267904191564863149819785701496896995125423700217773031295889155783862522306
9711496171594623505239310534731359908543288726483311655239159487982892231758913
0514994958515247603055967983497265112108704766134307593098244045287261571000130
777888365177943321466,
-237996063749146994109826010244828435279620390218439390879470988523232070434575
4922365772185652766537281365668390589880960830914648564751951993144968276466618
4054966850796535310071745619883617934511553679960169564511058463150282171331750



307733504648572607653,

6410194908968190515241854028661915344159329012422942950635569835622017250638276
3793161748347204485768982078182592499775234530202002796054313338016790571194574
3031197205288692094490054615089318038661669743135779111851453756476355650617121

17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58

61137990322693277822] ]

def

def

def

def

dot(left: Sequence, right: Sequence):
return sum(x * y for x, y in zip(left, right))

nearest_integer(value: Fraction) -> int:
numerator = value.numerator
denominator = value.denominator
if numerator >= 0:
return (2 * numerator + denominator) // (2 * denominator)
return -((2 * (-numerator) + denominator) // (2 * denominator))

gram_schmidt(basis: list[list[int]]):
rows = len(basis)
columns = len(basis[0])
orthogonal = [
[Fraction(0) for _ in range(columns)] for _ in range(rows)
]

squared_norms = [Fraction(®) for _ in range(rows)]

for i in range(rows):
vector = [Fraction(value) for value in basis[i]]
for j in range(i):
coefficient = dot(basis[i], orthogonall[j]) / squared_norms[j]
vector = [
value - coefficient * component
for value, component in zip(vector, orthogonallj])
]
orthogonal[i] = vector

squared_norms[i] = dot(vector, vector)

return orthogonal, squared_norms

babai_closest_vector(
basis: list[list[int]], target: list[int]

) —> Llist[int]:

orthogonal, squared_norms = gram_schmidt(basis)
residual = [Fraction(value) for value in target]
coefficients = [0] * len(basis)

for i 1in range(len(basis) - 1, -1, -1):
coefficient = nearest_integer(
dot(residual, orthogonall[i]) / squared_norms[i]
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def

)

coefficients[i] = coefficient
residual = [
value - coefficient x* component

for value, component in zip(residual, basis[i])

return [
sum(coefficients[i] * basis[i][j] for i in range(len(basis)))

for j in range(len(basis[0]))

recover_states() -> list[int]:
count = 1en(OUTPUTS)

base = 1 << TRUNC_BITS
affine_b = (-A x C) % P

# s_1 = AMi*xs_0 + offset_i (mod P)
offsets = [0]
for _ in range(count - 1):
offsets.append((A * offsets[-1] + affine_b) % P)

approximations = [
OUTPUTS[i] * base - offsets[i] for i in range(count)

# The missing suffixes are in [0, 27256), so center the CVP target.
centered_target = [value + base // 2 for value in approximations]
closest = babai_closest_vector (REDUCED_BASIS, centered_target)

suffixes = [

closest[i] - approximations[i] for i in range(count)
]
if not all(® <= suffix < base for suffix in suffixes):

raise RuntimeError ("Recovered suffix is outside the 256-bit range")

states = [
OUTPUTS[i] * base + suffixes[i] for i in range(count)

for i in range(count - 1):
expected = (A *x (states[i] - C)) % P
if states[i + 1] != expected:

raise RuntimeError (f"LCG verification failed at transition {i}")

return states



106 def main() -> None:

107 if N% P 1= 0:

108 raise RuntimeError ("Embedded factor P does not divide N")
109

110 states = recover_states()

111 flag = states[0].to_bytes(64, "big").rstrip(b"\x00")
112

113 print(f"p divides N: {N % P == 0}")

114 print(f"states recovered: {len(states)}")

115 print("LCG transitions verified: 5/5")

116 print(f"flag bytes = {flag!r}")

117 print(f"flag = {flag.decode('ascii')}")

118

119 if __name__ == "_ main__":

120 main()

PS E:\ctf\nepctf2e26\cry3> & C:\Users\35159\AppData\Local\Programs\Python\Python313\python.exe e:/ctf/nepctf2626/cry3/sol
_forge_win_stdlib.py

p divides N: True

states recovered: 6

LCG transitions verified: 5/5

flag bytes = b'Nepctf{Ce@pp3rsmith_m33ts_LLL_in_Lattlc3 werld!}"
flag = Nepctf{Cepp3rsmlth_m33ts_LLL_in_Lattlc3 werld!}
PS E:\ctf\nepctf2e26\cry3> ||

LeakyRAG

1. ZRER
-BEBR: LeakyRAG
-BBEAF: Crypto
-@BEMF: player.zip

- |4 Flag:

AR

1 NepCTF{134ky_v3ctOr_s34rch_1ls_n0t_3ncryptlOn}

2. R
FERHET — M AERRRS. BRI ETABT FEEOEEHRN:

(GRS

1 GET /api/doc/flag_doc



inEEZ=RE 403 , EREREZEOATAFPRERMES 64 £RE:

AR

1 POST /api/search

BEOSREXXESEWREZBINRZBME, Flu0:

AT LR

1 {

2 "doc_id": "flag_doc",

3 "score'": 0.9495594405839343,

4 "snippet": "[PROTECTED by SecureAI]"
SN

RSP EEEMNIZERN:

(GRS

1 ratio = np.exp((datal[i] - 128) / 64.0)
2 v[i] = ratio

3 return v / np.linalg.norm(v)

BITFAEFEEH— T EEEE, BRAREREHTTVA—K, EREEZENLAFIZAEE, E
S TR E R U R RISF o

A EEREREO:

ABGIR

1 score = float(np.dot(vec, doc["vector"]))

WHEEA U SEeEHEERE, HEUSHERINZ=HEME, FiizEOXR EEE T —1TRREE
Oracleo

3. AR
1% flag IR MAEN

(GRS

1 v =(v0, vl, ..., Vv63)



E—18ef%lk flag_doc WILTE top-20 FHEMMAE u . XEAUBERERTFAHREMRY

&

7
o

(GRS

1  u = embed("")

F—REWREEM DI

(AN RS

ARYE 1 NHEEEIN—MR/BIIED:

AR

1 u + egei

ﬁq:l e’ IEE% 7 ﬁ*ﬁ)ﬁgﬁ%) & EY le-4 ,

ATRSHEzA—HERRE, HWEIRNDERRE:

(AN RS

1 si = (s@ + evi) / sqrt(l + 2eui + €?)

BIBR01S.

AR

1 vi = (sixsqrt(l + 2eui + €*) - s0) / ¢

Xt 64 NMEE D RIEIW—R, BIRIMETER flag @E,
mEmEfE, RHIEembedding AR EFTT:

(AN RS

1 FfF = round(64 x In(vi / v63) + 128)



Heh v63 REESEMH,
4. RS IE

4.1 FRENE ik 538X
ERAEFNHENVNEEERN:

(AN RS

1 anchor = embed("'")

2  baseline = get_flag_score(anchor)

KA, flag_doc BEEEHA top-20, EULAILAENGERIBINE,

4.2 Zf{hERE
SHE MR NN ETD

AR

1 query = anchor.copy()
2 query[i] += le-4

BISHBIAE A E ST B R 4T

(ARERS
1 d = math.sqrt(
2 1 + 2 % eps * anchor[i] + eps * eps
3 )
4
5 wvector[i] = (
6 score * d - baseline
7 ) / eps
SiERBEN:
(ARERS

1 1 REMES + 64 RIEIEM = 65 KiBEK

4.3 [ fi% Flag
ERRE—%#ENSEE:



(GRS

1 code = round(
2 math.log(vector[i] / vector[63]) * 64 + 128

(GRS

1 NepCTF{134ky_v3ctOr_s34rch_1ls_n0t_3ncryptlOn}

5. f#RR1XES

(GRS

#!/usr/bin/env pytho
import json

import math

import re

import sys

import urllib.error

import urllib.request

O 0o N O U b W N B

DEFAULT_BASE = "https://08xr6fnj-jrdo-j9sm-qe2b-6a5d0el631305-
neptune.nepctf.com"

10 DIM = 64

11 TOP_K = 20

12

13 def post_json(url: str, payload: dict, timeout: float = 15.0) -> dict:
14 data = json.dumps(payload, separators=(",", ":")).encode()

15 req = urllib.request.Request(

16 urtl,

17 data=data,

18 method="POST",

19 headers={

20 "Content-Type": "application/json",

21 "User—-Agent": "LeakyRAG-solver/1.0",

22 b

23 )

24 try:

5 with urllib.request.urlopen(req, timeout=timeout) as resp:
26 return json.loads(resp.read())

27 except urllib.error.HTTPError as exc:

28 body = exc.read().decode(errors="replace'")
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def

def

def

raise RuntimeError (f"HTTP {exc.code}: {body}'") from exc

embed (text: str) -> list[float]:

"""Reimplement the public deterministic embedding."""
raw = text.encode()

vec = [1.0] = DIM

for i, byte in enumerate(raw[: DIM - 1]):
vec[i] = math.exp((byte - 128) / 64.0)

norm = math.sqrt(sum(x * x for x in vec))

return [x / norm for x in vec]

flag_score(base: str, query: list[float]) -> tuple[float, int]:
result = post_json(

f"{base}/api/search",

{"vector": query, "top_k": TOP_K},

for rank, item in enumerate(result.get("results", []), start=1):
if item.get("doc_id") == "flag_doc":
return float(item["score"]), rank

raise LookupError("flag_doc is not present in the top-20 results")

choose_anchor (base: str) -> tuple[list[float], float, str, int]:
# Full candidates make the solver resilient if the instance has accumulated
# many uploaded documents. Prefix—only candidates demonstrate that the
# plaintext itself is not required.
anchors = [
"NepCTF{134ky_v3ctOr_s34rch_ls_n0t_3ncryptlOn}",
"flag{134ky_v3ctOr_s34rch_1s_nOt_3ncryptlOn}",
"NepCTF{",
"flag{",
N

nn
b

for text in anchors:
u = embed(text)
try:
score, rank = flag_score(base, u)
return u, score, text, rank
except LookupError:
continue

raise RuntimeError(
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"Could not place flag_doc in top-20. "
"Try adding a more accurate known flag prefix to anchors."

def recover_vector(base: str, anchor: list[float], base_score: float) ->
tuple[list[float], int]:
recovered = [0.0] * DIM

worst_rank = 0

for i in range(DIM):
# Retry with smaller perturbations if a near—boundary ranking changes.
for eps in (le-4, le-5, le-6):
q = anchor.copy()
qli] += eps

try:

score_i, rank = flag_score(base, q)
except LookupError:

continue

# anchor is a unit vector.
# d_i = [[anchor + eps*e_1i/[/
denominator = math.sqrt(
1.0 + 2.0 * eps * anchor[i] + eps * eps

# score_i = (base_score + eps*v_i) / denominator
recovered[i] = (

score_1i * denominator - base_score
) / eps

worst_rank = max(worst_rank, rank)
break
else:
raise RuntimeError(
f"flag_doc disappeared from top-20 while recovering coordinate

{i3"

norm = math.sqrt(sum(x * x for x in recovered))
if not math.isfinite(norm) or norm ==

raise RuntimeError("Recovered vector 1is invalid")

return [x / norm for x in recovered], worst_rank

def decode_vector(vector: list[float]) -> str:

ref = vector[-1]
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chars: list[str] = []

for value in vector[: DIM - 1]:
ratio = value / ref
code = round(math.log(ratio) * 64.0 + 128.0)

# Unused embedding dimensions decode to 128, which terminates the text.
if not 32 <= code <= 126:
break

chars.append(chr (code))

return "".join(chars)

def main() -> None:
base = (sys.argv[1l] if len(sys.argv) > 1 else DEFAULT_BASE).rstrip("/")

anchor, base_score, anchor_text, initial_rank = choose_anchor (base)
shown_anchor = repr (anchor_text)

print(f"[+] Anchor: {shown_anchor}")

print(f"[+] Baseline score: {base_score:.17g}")

print(f"[+] Initial flag_doc rank: {initial_rank}")

vector, worst_rank = recover_vector(base, anchor, base_score)

plaintext = decode_vector (vector)

print(f"[+] Recovered vector norm: {math.sqgrt(sum(x*x for x in
vector)):.17g}")

print(f"[+] Worst observed rank: {worst_rank}")

print(f"[+] Decoded protected document: {plaintext}")

if re.fullmatch(r" (?:NepCTF|flag)\{[ —~1*\}", plaintext):
print("[+] Flag format looks valid")
else:
print("[!] Decoding completed, but the output does not match the
expected flag format")

if __name__ == "_main__":

main()



[+] Baseline score: ©.95441514513780135
[+] Initial flag_doc rank: 2
[+] Recovered vector norm: 1

[+] Worst observed rank: 2

[+] Decoded protected document: NepCTF{7ff2d3e7-58be-592b-8ec4-826713acaf51}
[+] Flag format looks valid

PS E:\ctf\nepctf2@26\player\player> I

Blind RAG

1. ZH{ER
-FB®/MR: Vector Blind RAG
-BEF,EB: Crypto

2. @B AR

2.1#&0%5h
AERE=FEEO:

(AN RS

1 GET /
2 GET /database
3  POST /query

He:

e /database : THEEMZHIEE,;

o /query : &R 64 £EifRE, REFHAMBE DI,
o /i REERIM,

TR EERE

AR

1 curl https://nOwerrcq-idn5-zela-s4av-6a5a23e532486-neptune.nepctf.com/database
-0 challenge_data.json

EEONIEREIA:

AR

{
2 qul: [Hlll, HOH, HOH, H...H, HOH]



REIRES:
(AREISN
1 {
2 llt_qll . [
3 ["...64 TE&K..."],
4 ["...64 NEE..."]
5 ]
6 }
2.2 XHEmEMELEN
REBNEREN:
v\in \mathbb Z_p*{64}
ARG FThENlik o

v=v_1+v_2\pmod p
BERRMEEREMEHITINE
c_1l=v_1M_1AT\pmod p
c_2=v_2M_2AT\pmod p
HHEE R IREFE XY

(c_1,c_2)

2.3 ERTHREMIEIE
RES\BUETAEE q HIT:

(AN RS

1 def encrypt_query(q, Ml_inv, M2_inv, p):
2 tl = mat_vec_mul(qg, M1_inv, p)

3 t2 = mat_vec_mul(qg, M2_inv, p)

4 return tl, t2

X N EFRIAT:
t_1=gM_17{-1}\pmod p

t_2=gM_27{-1}\pmod p



ERBBERT, BEXSTATHEHE:
\langle c_1,t_1\rangle+
\langle c_2,t_2\rangle

\langle v,qg\rangle
R H AXNMERER X LI EENE,

2.4 FiRIE

FANMTF /query OM encrypt_query K#K:

1. IEEURLERETRRAE q ;

2. BAMELEHENIFD;

3. BIFRERHEMERIZIELS

4, #EOBEEZIRE gM1r-1 # gM27-1

5. RBMRHRAME. HHRAEFRHHEIL,

FEt, ZFEOERR ERME T — MR T RIS

g\ longmapsto(qM_17A{-1},qM_27{-1})
QEBERIVERNUME, MEMERMREEEENE—1T.

3. fifea BB

3.1 50

EEEEN 64, FILIMIE 64 MMRERAIRE:
e_0=(1,0,0,\1ldots,0)
e_1=(0,1,0,\ldots,0)

—H3:

e_{63}=(0,0,\ldots,1)

q=e_i
ARSS 3R]

t_{1,i}=e_iM_17{-1}

t_{2,i}=e_iM_27{-1}

IWERITREAREN, SERRHLERNN—1T, Fit:



e tl1 i 2 M1r-1 MIE 4 17,

e t2_1i & M27r-1 MY 1 1T
HEE 64 RiEKR, FMEESEIm N YEEN2ERTT.

3.2 IRERIARE LR
HHEER RIS
c_1=v_1M_17T
C_2=V_2M_2/T
W& 1 NRAUMENNVNLCHEITERR:
\begin{aligned}
\langle c_1,t_{1,i}\rangle
&=(V_1IM_17T) (e_iM_17{-13)/ T\\
&=v_1[1]
\end{aligned}
[EIE:
\langle c_2,t_{2,i}\rangle=v_2[1]
BT
v=v_1+v_2\pmod p
FRARIERIESE 1 DTN
\boxed{
v[iil=
\langle c_1,t_{1,i}\rangle+
\langle c_2,t_{2,i}\rangle
\pmod p

}
EEHE 64X, AIRAIMETERE v,

3.3 iK% AES F$H
BB EAUTATINMAEIRE AES Z1H:

(GRS

1 key = SHA256(



LE32(v[0]) //LE32(v[1]) //... /| LE32(v[63])

AGIR

1

2 HE 445

3

4 1. 3F "2A256° HYIE;

5 2. BMAERE 32 FW;

6 3. ERA/NRFRG;

7 4. BHERITE SHA-256,

8

9  Python SCIR:

10

11 " python

12 material = b"".join(

13 (x % (1 << 256)).to_bytes(32, "little")

14 for x 1in vector

15 )

16  key = hashlib.sha256(material).digest()
3.4 fREHE
INEE AT

KGR

1 nonce(12 bytes) || ciphertext || tag(16 bytes)

LRI LA AF )53

(AN RS

1 blob = bytes.fromhex(encrypted_hex)
2 nonce = blob[:12]
3  ciphertext_and_tag = blob[12:]

A AES-GCM fi#Z;:

AR

1 plaintext = AESGCM(key) .decrypt(
2 nonce,

3 ciphertext_and_tag,

4 None



R LN

(AZEES

Eif 64 NEUAE
!
BE M1A-1. M2A-1 BT

—

S ERHE R SOE AR T B AR
WEE%E‘;)@% v
BHRE ;HA—256 =3B
AES—256—i‘:CM RS
1REX NepClTF{...}

© oo N o 0 b W N K

e S
W N RO

4. Rtz
4.1 BRI

(AN RS

1  python -m pip install requests cryptography

4.2 THEIEREH#HITUE

HEDIR

1 S$Sbase = "https://nOwéerrcq-idn5-zela-s4av-6a5a23e532486-neptune.nepctf.com"
2  Invoke-RestMethod "$base/database" | ConvertTo-Json -Depth 20 | Out-File

challenge_data.json

HEERFEEXINTFTREESR!

o KEH p;

o MEHI n ;
MXHHIERIIE;

o BRIERNMAREE;



e AES-GCM fi& X1,

43 FINRENFREES
PowerShell RIS IERE— N REAURE:

AT IR

1 S$base = "https://nOwbrrcq-idn5-zela-s4av-6a5a23e532486-neptune.nepctf.com"
2

3 $q = @("o") * 64

4 $qro] = "1"

5

6 Shody = @{

7 qa = %9

8 1} | ConvertTo-Json -Depth 5

9
10 Invoke-RestMethod °
11 -Method Post °
12 -Uri "$base/query'" °
13 -ContentType "application/json" °
14 -Body S$body

IR[CIMFRLE 64 A2, FREMTEERERSE 017,
¥ qlo] ®K[E0, BS q[1] = 1, BIAIEISEE 117, ZFBIEE 64 REIERELET.

5. f#eR1XES

RIGIR

1 #!/usr/bin/env python3

2 """Solve NepCTF Vector Blind RAG.

3

4  Attack:

5 1. Query all 64 standard basis vectors e_1.

6 2. Each response reveals row i of M1A-1 and M2/-1.
7 3. For a stored ciphertext pair (cl, c2):

8 v[i] = <cl, e_i M1r-1> + <c2, e_i M27-1> mod p
9 4. Derive SHA-256 key from the recovered vector and decrypt AES-256-GCM.
10 frien

11

12 from __future__ import annotations

13

14  -import argparse
15 dmport hashlib
16  import json
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import re

import sys

import time

from pathlib +import Path

from typing import Any, Iterable

import requests
from cryptography.exceptions import InvalidTag
from cryptography.hazmat.primitives.ciphers.aead import AESGCM

HEX_RE = re.compile(r""[0-9a-fA-F]+$")

def request_json(session: requests.Session, method: str, url: str, *, retries:
int = 4, xxkwargs: Any) -> Any:
last_exc: Exception | None = None
for attempt in range(retries):
try:
response = session.request(method, url, timeout=20, xxkwargs)
response.raise_for_status()
return response.json()
except (requests.RequestException, ValueError) as exc:
last_exc = exc
if attempt + 1 < retries:
time.sleep(0.5 * (attempt + 1))
raise RuntimeError(f"request failed: {method} {url}: {last_exc}")

def dis_numeric_vector(value: Any, n: int) -> bool:

if not isinstance(value, list) or len(value) != n:
return False

try:
for x in value:

int(x)

return True

except (TypeError, ValueError):
return False

def walk(value: Any, path: tuple[Any, ...] = ()) -> Iterable[tuple[tuple[Any,
eee]y, Any]l]:
yield path, value
if disinstance(value, dict):
for key, child in value.items():
yield from walk(child, path + (key,))
elif disinstance(value, list):
for dindex, child in enumerate(value):
yield from walk(child, path + (dindex,))

def find_cipher_pair(record: Any, n: int) -> tuple[list[int], list[int]]:
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75
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79

80
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2
93
94
95

96
97
98
99
100
101
102

preferred_keys = (
"encrypted_vector", "cipher_vector", "vector_ciphertext",
"ciphertext_vector",
"c_v", "cv", "encrypted_embedding", "embedding_ciphertext",
)
if isinstance(record, dict):
for key in preferred_keys:
value = record.get(key)
if (
isinstance(value, list)
and len(value) ==
and 1ds_numeric_vector(value[0], n)

and 1ds_numeric_vector(value[l], n)

return [int(x) for x in value[0]], [int(x) for x in value[1]]

# Common split fields such as cl/c2.
for ki, k2 in (("c1", "c2"), ("cipherl", "cipher2"), ("cv1", "cv2")):
if dis_numeric_vector (record.get(kl), n) and
is_numeric_vector (record.get(k2), n):
return [int(x) for x in record[kl]], [int(x) for x 1in
record[k2]]

for _, value 1in walk(record):
if (
isinstance(value, list)
and len(value) ==
and 1ds_numeric_vector(value[0], n)

and 1ds_numeric_vector(value[l], n)

return [int(x) for x in value[0]], [int(x) for x in value[1]]

raise KeyError("could not locate a 2 x n encrypted vector 1in database

record")

def find_encrypted_document(record: Any) -> bytes:
preferred_keys = (
"encrypted_document", "document_ciphertext", "encrypted_content",
"content_ciphertext",
"ciphertext", "document", "data", "blob",

)
candidates: list[tuple[int, str, tuple[Any, ...]11] = []

if disinstance(record, dict):
for key in preferred_keys:
value = record.get(key)
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if disinstance(value, str) and len(value) >= 56 and len(value) % 2
== 0 and HEX_RE.fullmatch(value):
return bytes.fromhex(value)

for path, value in walk(record):
if isinstance(value, str) and len(value) >= 56 and len(value) % 2 ==
and HEX_RE.fullmatch(value):
candidates.append((len(value), value, path))

if not candidates:
raise KeyError("could not locate encrypted document hex 1in database

record")

# The AES-GCM blob is normally the longest hexadecimal scalar in the
record.

candidates.sort(reverse=True, key=lambda item: item[0])

return bytes.fromhex(candidates[0][1])

def database_records(challenge: dict[str, Any]) -> Llist[Any]:
for key in ("database", "documents", "records", "entries", "data"):
value = challenge.get(key)
if isinstance(value, list):
return value

raise KeyError("could not locate database record list")

def recover_oracle_rows(session: requests.Session, base_url: str, n: int) ->
tuple[list[list[int]], list[list[int]]]:

rowsl: Llist[list[int]] = []

rows2: Llist[list[int]] = []

query_url = base_url.rstrip("/") + "/query"

for i in range(n):
g = ["0"] xn
gLl = "1
result = request_json(session, "POST", query_url, json={"qg": q})
token = result.get("t_qg")
if not (
isinstance (token, list)
and len(token) ==
and 1ds_numeric_vector (token[0], n)

and 1ds_numeric_vector (token[1], n)

raise ValueError (f"unexpected oracle response for e_{i}:
{result!r}™)
rowsl.append([int(x) for x in token[0]])
rows2.append([int(x) for x in token[1]])
print(f"\r[+] leaked oracle rows: {i + 1}/{n}", end="", flush=True)
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print()
return rowsl, rows2

def recover_vector(cl: list[int], c2: list[int], rowsl: Llist[list[int]],
rows2: Llist[list[int]], p: int) -> list[int]:
n = len(rowsl)
return [
(sum(a * b for a, b in zip(cl, rowsl[i])) + sum(a * b for a, b in
zip(c2, rows2[i]))) % p
for i in range(n)

def derive_key(vector: list[int]) -> bytes:
mask = (1 << 256) - 1
material = b"".join((x & mask).to_bytes(32, "little") for x 1in vector)
return hashlib.sha256(material).digest()

def decrypt_document(blob: bytes, key: bytes) -> bytes:
if len(blob) < 12 + 16:
raise ValueError("encrypted document is too short")
nonce = blob[:12]
ciphertext_and_tag = blob[12:]
return AESGCM(key) .decrypt(nonce, ciphertext_and_tag, None)

def main() -> -int:

parser = argparse.ArgumentParser ()

parser.add_argument("url", help="challenge base URL")

parser.add_argument("--insecure'", action="store_true", help="disable TLS
certificate verification")

parser.add_argument ("--database", type=Path, help="use a previously
downloaded challenge_data.json")

parser.add_argument ("--save-database", type=Path, help="save downloaded
database JSON")

parser.add_argument ("--save-oracle", type=Path, help="save leaked oracle
rows'")

args = parser.parse_args()

base_url = args.url.rstrip("/")

session = requests.Session()

session.verify = not args.insecure

session.headers.update({"User-Agent": "NepCTF-Vector-Blind-RAG-
Solver/1.0"})

if args.database:
challenge = json.loads(args.database.read_text(encoding="utf-8"))
else:
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challenge = request_json(session, "GET'", base_url + "/database'")
if args.save_database:
args.save_database.write_text(json.dumps(challenge,

ensure_ascii=False, indent=2), encoding="utf-8")

p int(challenge["p"])

n = int(challenge['"n"])

records = database_records(challenge)

print(f"[+] p bits={p.bit_length()}, n={n}, records={len(records)}")

rowsl, rows2 = recover_oracle_rows(session, base_url, n)
if args.save_oracle:
args.save_oracle.write_text(
json.dumps ({"M1_inv_rows": rowsl, "M2_inv_rows": rows2}, indent=2),

encoding="utf-8",

success = 0
flag_hits: list[str] = []
for dindex, record in enumerate(records):
try:
cl, c2 = find_cipher_pair(record, n)
blob = find_encrypted_document(record)
vector = recover_vector(cl, c2, rowsl, rows2, p)
key = derive_key(vector)
plaintext = decrypt_document(blob, key)
except (KeyError, ValueError, InvalidTag) as exc:
print(f"[-] record {index}: {type(exc).__name__}: {exc}")
continue

success += 1

text = plaintext.decode("utf-8", errors="replace'")

print(f"\n===== record {index} =====")

print(text)

for pattern in (r'"NepCTF\{[A\r\n}1x\}", r"flag\{[A\r\n}]1x\}"):
flag_hits.extend(re.findall(pattern, text, flags=re.IGNORECASE))

print(f"\n[+] decrypted {success}/{len(records)} records")
if flag_hits:
print("[+] possible flag(s):")
for +ditem in dict.fromkeys(flag_hits):
print(item)

return 0

print("[!] no standard flag pattern found; inspect plaintext above'")

return 1 if success == 0 else 0



230  if __name__ == "__main__":

231 try:

232 raise SystemExit(main())

233 except KeyboardInterrupt:

234 print("\n[!] dinterrupted", file=sys.stderr)
235 raise SystemExit(130)

236

record

Backpropagation computes gradients of the loss function with respect to all network parameters by applying t
he chain rule from the output layer backwards. Stochastic gradient descent with momentum accumulates a veloc
ity vector to dampen oscillations and accelerate convergence in narrow ravines of the loss landscape.

record
flag{v3cter_blind_r4g cpa_matrlx_r3cev3ry}

[+] decrypted 21/21 records
[+] possible flag(s):
flag{chter bllnd_rd4g_cpa_mdtrlx_r3cev3ry}
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1 #!/usr/bin/env python3

2  dimport argparse

3  dmport ast

4 dmport hashlib

5 dmport random

6 dmport socket

7  dmport ssl

8 1dmport sys

9 from typing import List, Sequence, Tuple

10

11  dmport numpy as np

12

13 N = 64

14 Q = 65537

15 K= 2

16 L =2

17 ETA = 2

18 TAU = 20

19 GAMMA1l = 8192

20 GAMMA2 = 256

21 BETA = TAU * ETA

22  TARGET_MSG = '"Please give me the flag"

23

24  class Tube:

25 def __init__(self, host: str, port: int, use_ssl: bool = True, timeout:
float = 30.0):

26 raw = socket.create_connection((host, port), timeout=timeout)

27 if use_ssl:

28 ctx = ssl.create_default_context()

29 ctx.check_hostname = False

30 ctx.verify_mode = ssl.CERT_NONE

31 self.sock = ctx.wrap_socket(raw, server_hostname=host)

32 else:

33 self.sock = raw

34 self.sock.settimeout (timeout)

35 self.buf = bytearray()

36

37 def recvuntil(self, token: bytes) -> bytes:
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while True:
pos = self.buf.find(token)
if pos != -1:

end pos + len(token)
out bytes(self.buf[:end])
del self.buf[:end]
return out

chunk = self.sock.recv(4096)

if not chunk:

raise EOFError (f'"connection closed while waiting for

{token!r}")

def

def

self.buf.extend(chunk)

def recvline(self) -> bytes:
return self.recvuntil(b"\n")

def sendline(self, data: str | bytes) -> None:
if isinstance(data, str):
data = data.encode()
self.sock.sendall(data + b"\n")

def recvall(self) -> bytes:
out = bytearray(self.buf)
self.buf.clear()
while True:
try:
chunk = self.sock.recv(4096)
except socket.timeout:
break
if not chunk:
break
out.extend(chunk)
return bytes(out)

def close(self) -> None:

self.sock.close()

parse_list(line: bytes) -> List[int]:

value = ast.literal_eval(line.decode().strip())

if not isinstance(value, list) or len(value) != N:
raise ValueError ("unexpected list format")

return [int(x) for x 1in value]

center(x: int) -> 1int:
X %= Q

return x if x <= Q // 2 else x - Q



84 def centered(poly: Sequence[int]) -> List[int]:

85 return [center(x) for x in poly]

86

87 def poly_add(a: Sequence[int], b: Sequence[int]) -> List[int]:
88 return [(x + y) % Q for x, y in zip(a, b)]

89

90 def poly_sub(a: Sequence[int], b: Sequence[int]) -> List[int]:
91 return [(x - y) % Q for x, y in zip(a, b)]

92

93 def poly_mul(a: Sequencel[int], b: Sequence[int]) -> List[int]:
94 """Negacyclic multiplication in Z_q[x]/(x"64+1)."""

5 out = [0] * N

96 for i, ai in enumerate(a):

97 ai %= Q

98 if ai ==

99 continue

100 for j, bj in enumerate(b):

101 term = ai * (bj % Q)

102 idx = 1 + j

103 if ddx < N:

104 out[idx] += term

105 else:

106 out[idx — N] -= term

107 return [x % Q for x in out]

108

109 def matrix_vec_mul(A: Sequence[Sequence[Sequence[int]]], v:
Sequence[Sequence[int]]) -> List[List[int]]:

110 ans: List[List[int]] = []

111 for row in A:

112 acc = [0] * N

113 for a, b in zip(row, v):

114 acc = poly_add(acc, poly_mul(a, b))

115 ans.append(acc)

116 return ans

117

118 def poly_scalar_vec_mul(c: Sequence[int], v: Sequence[Sequencel[int]]) ->
List[List[int]]:

119 return [poly_mul(c, p) for p in v]

120

121  def conv_matrix(c_raw: Sequence[int]) -> np.ndarray:

122 ""Matrix M_c with M_c @ s == centered coefficients of cxs."""

123 Cc = np.asarray(centered(c_raw), dtype=np.float64)

124 rows = np.arange(N)[:, None]

125 cols = np.arange(N) [None, :]

126 idx = (rows - cols) % N

127 signs = np.where(rows >= cols, 1.0, -1.0)

128 return signs * c[idx]
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def

def

def

def

high_bits(r: int) -> int:
r %= Q
ro = r % GAMMA2
if r@ > GAMMA2 // 2:
ro —= GAMMA2
return (r - r@) // GAMMA2

challenge(msg: str, w: Sequence[Sequence[int]]) -> List[int]:
data = msg.encode()
for poly in w:

for coeff in poly:

data += high_bits(coeff).to_bytes(2, "big")

rng = random.Random(hashlib.sha256(data) .digest())
c = [0] N
for pos in rng.sample(range(N), TAU):

c[pos] = 1 if rng.randint(0, 1) == 0 else -1

return c

read_public_key(io: Tube) —-> Tuple[List[List[List[int]]], List[List[int]]]:
jo.sendline("1")

jo.recvuntil(b"A:\n")

flat_A = [parse_list(io.recvline()) for _ in range(K x L)]
marker = do.recvline().strip()

if marker != b"t:":

raise ValueError (f"protocol desync, expected t:, got {marker!r}")

t [parse_list(io.recvline()) for _
A [flat_A[i * L:(i + 1) * L] for i in range(K)]

jo.recvuntil(b"> ")

in range(K)]

return A, t

request_signature(io: Tube, msg: str) -> Tuple[List[int], List[List[int]],

List[List[int]]]:

def

jo.sendline("2")
jo.recvuntil(b"Message to sign: ")
jo.sendline(msg)

jo.recvuntil(b"c: ")

c = parse_list(io.recvline())
jo.recvuntil(b"z:\n")

z = [parse_list(io.recvline()) for in range(L)]

jo.recvuntil(b"r (debug):\n")

r = [parse_Llist(io.recvline()) for in range(L)]

jo.recvuntil(b"> ")

return c, z, r

discrete_refine(X: np.ndarray, y: np.ndarray, guess: np.ndarray) ->

np.ndarray:
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"""Coordinate descent over {-2,-1,0,1,2}; useful near rounding
boundaries."""

x = np.clip(guess.astype(np.int64), -ETA, ETA)
y - X @ X
np.sum(X * X, axis=0)

residual

col_norm
for _ in range(8):

changed = False

for j in range(N):

old = int(x[j])

col = X[:, 7]

dot = float(residual @ col)
best = old

best_delta = 0.0
for candidate in range(-ETA, ETA + 1):
d = old - candidate
delta = 2.0 *x d * dot + d * d * col_norm[j]
if delta < best_delta:
best_delta = delta
best = candidate
if best != old:
residual += col * (old - best)
x[j] = best
changed = True
if not changed:
break

return x

def recover_secret(mats: Sequence[np.ndarray], obs:
Sequence[Sequence[np.ndarray]]) -> List[List[int]]:
X = np.vstack(mats)
recovered: List[List[int]] = []
for part in range(L):
y = np.concatenate(obs[part]).astype(np.float64)
estimate, *_ = np.linalg.lstsq(X, y, rcond=None)
rounded = np.rint(estimate).astype(np.int64)

refined = discrete_refine(X, y, rounded)

recovered.append([int(v) % Q for v in refined])

return recovered

def secret_matches_public_key(A: Sequence[Sequence[Sequence[int]]], t:
Sequence[Sequence[int]], sl: Sequence[Sequence[int]]) -> bool:

return matrix_vec_mul(A, sl) == [[x % Q for x in p] for p 1in t]

def forge(A: Sequence[Sequence[Sequence[int]]], sl: Sequence[Sequencel[int]]) -
> Tuple[List[int], List[List[int]]]:

sysrand = random.SystemRandom()

while True:



217 # Deliberately stay far from the verifier's norm boundary.

218 y = [[sysrand.randint(-7000, 7000) % Q for _ in range(N)] for _ 1in
range(L)]

219 w = matrix_vec_mul(A, y)

220 c = challenge(TARGET_MSG, w)

221 csl = poly_scalar_vec_mul(c, sl1)

222 z_mod = [poly_add(y[i], csl[i]) for i in range(L)]

223 z = [centered(p) for p in z_mod]

224 if max(abs(v) for p in z for v in p) < GAMMAl - BETA:

225 return c, z

226

227 def submit(io: Tube, c: Sequencel[int], z: Sequence[Sequencel[int]]) -> str:
228 jo.sendline("3")

229 jo.recvuntil(b"Enter ¢ (list of int, length 64):\n")

230 jo.sendline(str(list(c)))

231 for i in range(L):

232 jo.recvuntil(f"Enter z[{i}] (64 1ints):\n".encode())

233 jo.sendline(str(list(z[i])))

234 return io.recvall().decode(errors="replace'")

235

236 def main() -> None:

237 parser = argparse.ArgumentParser (description="Exploit the leaky Dilithium
service")

238 parser.add_argument ("host", nargs="?", default="pwu3i4xa-rt8f-18rs-relq-
6a5afel430584-neptunus.nepctf.com")

239 parser.add_argument("port", nargs="?", type=int, default=443)

240 parser.add_argument ("--no-ssl", action="store_true'", help="use plaintext
TCP (for local testing)")

241 parser.add_argument("--initial", type=int, default=150, help="initial
number of signatures")

242 parser.add_argument ('"--batch", type=int, default=50, help="extra
signatures per retry'")

243 parser.add_argument(""--max'", dest="max_samples'", type=int, default=400,
help="maximum signatures")

244 args = parser.parse_args()

245

246 jo = Tube(args.host, args.port, use_ssl=not args.no_ssl)

247 try:

248 banner = jo.recvuntil(b"> ").decode(errors="replace")

249 print(banner, end="")

250 A, t = read_public_key(io)

251 print("[+] public key received")

252

253 mats: List[np.ndarray] = []

254 obs: List[List[np.ndarray]] = [[] for _ in range(L)]

255 target = max(l, args.initial)

256



257 while True:

258 while len(mats) < target:

259 i = len(mats)

260 c, z, r = request_signature(io, f'"probe-{i}")

261 mats.append(conv_matrix(c))

262 for part in range(L):

263 # z—-r = c#*sl-noise, with no modular wrap in these centered
lists.

264 d = np.asarray(z[part], dtype=np.int64) -
np.asarray(r[part], dtype=np.int64)

265 obs[part] .append(d)

266 if (i + 1) % 25 == 0O:

267 print(f"[+] collected {i + 1} signatures")

268

269 sl = recover_secret(mats, obs)

270 shown = [centered(p) for p in sl1]

271 if secret_matches_public_key(A, t, sl):

272 print(f"[+] exact private key recovered with {len(mats)}
signatures")

273 print(f" s1[0] = {shown[O]}")

274 print(f" s1l[1] = {shown[1]}")

275 break

276

277 print(f"[-] candidate from {len(mats)} signatures failed t=Axsl;
collecting more")

278 if len(mats) >= args.max_samples:

279 raise RuntimeError("failed to recover an exact key; raise —-
max")

280 target = min(args.max_samples, len(mats) + args.batch)

281

282 c, z = forge(A, sl)

283 print("[+] forged target signature; submitting")

284 print(submit(io, c, z), end="")

285 finally:

286 jo.close()

287

288 if __name__ == "__main__":

289 main()

290



collected 150 signatures

candidate from 150 signatures failed t=A*sl; collecting more
collected 175 signatures

collected 2@@ signatures

exact private key recovered with 200 signatures

si[e] = [2, 1, 1, e, €, ©, -1, 1, -2, 1, @, -1, -1, -2, -1, 2, -1, 1, 1, @, -1, -1, 2, @, -1, -2, 1
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1, 2]
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-2, 2,e,1,2, -1, 9,2, -1, 1, e, -1, -2, -2, -2, -1, 2, -2, 2, -1, -2, -1, @, @, 2, -2, -2, 2, @, 2, -1,
-2, @, 1, -1, 2]
[+] forged target signature; submitting
[+] Signature valid! Here is your flag: NepCTF{ML_DSA_n@ense 134k_4tt4ck}
PS E:\ctf\nepctf2026\cry7> []

Misc
CatFlag

HEHER

FEBM: CatFlag
FEHR: Misc/ B HD
MiERFR: flag.txt

= =bagiiy

17 flag.txt FEEILAN, XHEABTAREEXA, ME—BRBAEHFN. BFNEHRGSA
PRBYEHE,

BEEXMGFk:

AR

1 xxd -1 32 flag.txt

EIYE=EIES P

(GRS

1 00000000: 1b50 7122 313b 313b 3139 3230 3b31 3038



HPgi=MFhE:

AR

1 1b 50 71

AN :

(SRS

1 ESCP q

X2 SIXEL EfSE XV B iR i8S MR E S SIXEL WEARSE. BEIRENXFEERED, 5
.

AR

1 "1;1;1920;1080
2 #0;2;16;0;31
3 #1;2;17;3;33

AR N B EBRIX A, LR ER—IKEER SIXEL RIS RFHIE R

9 PNG
AILEA libsixel RAEMTE#ITIRIE,
7£ Debian. Ubuntu 8¢ WSL Fhzg3t:

(AN RS

1 sudo apt update
2  sudo apt install libsixel-bin

} SIXEL #4579 PNG:

(AN RS

1 sixel2png flag.txt flag.png

T ERBE R



Nepa et bngor Nep@TiEZ 02 6l anme Hnn ]

NepCTF{Lets_Enjoy_NepCTF2026!Have_Fun!}

SNMRA T IRER A6

ikl
FTHFMEES, AIMERIXE—RLL @ AT AERLI I,
XANBFEREREHNEN. Base64 5 Flag, BIFAMEXHITR, REMHBHNFEANEEFE

—ESEFN. flm:

(AW

1 B—E WRAFF
XEFFEE@ERESET/LFAR, EEFIZIEEER Unicode ATRIIFIRR, AIUAIXNFEE
BN T RAAA T

AR



1 U+FE0GO
2  U+FEO1
3 U+FEO2
4 000

5 U+FEOF

©{1EF Unicode BJ Variation Selectors, TE{HFEFH

AERPM “BIFFAEEMN” ATLIRRARETHEN]: FERMBRXEEREEMNANE, FTEEK
N FHISEFR Unicode f3 53,

EMFE Unicode
f£F3 Python I X HHBIFFRT, et TAEERT:

(GRS

from pathlib +import Path

text = Path("novel.txt").read_text(encoding="utf-8")

codepoint = ord(char)

if OXFEOO <= codepoint <= OxFEOQF:

1

2

3

4

5 for dindex, char in enumerate(text):

6

7

8

9 print(index, f"U+{codepoint:04X}")

BITRAUAR, XHFR—HEFE:

(YRS

1 120

N U+FEOO~U+FEOF SEEINMER .

XESEFNFEBRERT/NRAL, RE—1TEFERFAT:
AR
1 A EEEEREAKRNDZ

i pTie

FIETRIZ S T



U+FEQO~U+FEOF —HH 16 MAgE(E, EWFRIAN N —"N+7S#H G FF55:

Unicode F#F POl ¢

U+FEQ0 0x0

U+FE01 0x1

U+FE02 0x2

U+FEOE OXE

U+FEOF OXF

ESllid S A WA
(AN RS

1 value = ord(char) - OxFE0O

SOTEEERIET 4 bit ¥R, RAEPRMEERA

(AZEES

1 byte = high_nibble << 4 | low_nibble

SRR 120 MEERT, FILREBER:

(AN RS

1 120 + 2 = 60 FT

BN FRRI AR
RS RN

(GRS

from pathlib +import Path

nibbles = [
ord(char) - OxFEGO

1
2
3
4
5
6
7
8 for char in text

PN
=]

AR EI— B F T

text = Path("novel.txt").read_text(encoding="utf-8")



9 if OXFEOO <= ord(char) <= OxFEOF

10 ]

11

12 1if len(nibbles) % 2 != 0:

13 raise ValueError ("TIXEEFEFTHEFSBE")

14

15 data = bytes(

16 (nibbles[index] << 4) | nibbles[index + 1]
17 for dindex in range(0®, len(nibbles), 2)

18 )

19

20 print("EFEFHE: ", len(nibbles))
21 print("HIEKE: ", len(data))

22 print("+7#E]: ", data.hex())

23 print("RiREEE: ", data)

BITER:

(AN RS

1 EEFEHE 120
2 BIEKE: 60

SRR+ G BIER
(GRS

1  4e455001334e65704354467b76617231617431306e5f73336c3363743072735f6834756e745f746
8335f6e3076336c2d61666b363332347d6330a31e

BRAFTRAUER:

(AZEES

1 b'NEP\x013NepCTF{varlatlOn_s313ctOrs_h4unt_th3_nOv31l-afk6324}cO\xa3\xle'

HABZHI 7 52/ Flago

PDITERIE B LT
SHERHA) 60 FHHITHHS:

(AN RS



1 4e 45 50

2 01

3 33

4 4e 65 70 43 54 46 7b ... 7d

5 63 30 a3 1le
XA 50T
fRiz KE AE
0x00 3FN Magic: NEP
0x03 1F%H k7S : 0x01
0x04 15¥F% Flag & 0x33
0x05 51FT Flag
0x38 45T CRC32 KI&{E
Hr:

RS

1 Ox33 = 51

ELb MR 5 FFIRIREX 51 713, fJ3E!:

(GRS

1 NepCTF{varlatlOn_s313ctOrs_h4unt_th3_n0Ov3l-afk6324}

EENFET:

AR

1 63 30 a3 le

REBXImFREREA

(AN RS

1  Ox6330A31E

CRC32 &5



AT ENRINEREE R EHE, AILITE Flag B9 CRC32:

(RS EES
1 Hdmport zlib
2
3 flag = b"NepCTF{varlatlOn_s313ctOrs_h4unt_th3_n0Ov3l-afk6324}"
4
5 crc = zlib.crc32(flag) & OxFFFFFFFF
6
7 print(hex(crc))
il
(RS EES

1 0Ox6330a3le

S5#HIRERERTHN CRC32 5t2—, WARIERER,

SeEE AR

RESIR
1  from pathlib +import Path
2 dmport zlib
3
4
5 def main() -> None:
6 text = Path("novel.txt").read_text(encoding="utf-8")
-
8 # U+FEQO~U+FEOF XT/+ \i#FIZ1E 0~15
9 nibbles = [
10 ord(char) - OxFEGO
11 for char in text
12 if OXFEOO <= ord(char) <= OxFEOF
13 ]
14
15 if not nibbles:
16 raise ValueError (" RA&IM Unicode TARIEIFERFT")
17
18 if len(nibbles) % 2 != 0:
19 raise ValueError ("¥FTHHENFTEH, T EEASHNTEFT")
20
21 data = bytes(



22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68

(nibbles[index] << 4) | nibbles[index + 1]
for index in range(0, len(nibbles), 2)

print(f"[+] Variation Selectors: {len(nibbles)}")
print(f"[+] Hidden data length: {len(data)}l")
print(f"[+] Hidden data: {data.hex()}")

HIEERK:
3 F7 Magic
1 FHkZES

1 F7 Flag KE

N F7 Flag

4 F7 CRC32

if len(data) < 9:

raise ValueError ("[REIIEKERE")

FHOH W KR B W

magic = datal:3]
version = datal[3]
flag_length = data[4]

flag_start = 5
flag_end = flag_start + flag_length

if len(data) < flag_end + 4:

raise ValueError ("#UBEKES Flag KEFEAILAE")

flag = data[flag_start:flag_end]

stored_crc = int.from_bytes(
data[flag_end:flag_end + 4],
byteorder="big",

calculated_crc = zlib.crc32(flag) & OxFFFFFFFF

print(f"[+] Magic: {magic!r}")

print(f"[+] Version: {version}")

print(f"[+] Flag length: {flag_length}")
print(f"[+] Stored CRC32: Ox{stored_crc:08x}")

print(f"[+] Calculated CRC32: Ox{calculated_crc:08x}")

if magic != b"NEP":
raise ValueError ("Magic RIHKM")

if stored_crc != calculated_crc:
raise ValueError ("CRC32 ®IEKLI™)



69 print(f"[+] Flag: {flag.decode('utf-8')}")

70

71

72 if __name__ == "__main__":
73 main()

AR

1 NepCTF{varlatlOn_s313ctOrs_h4unt_th3_n0Ov3l-afk6324}

HES[IAT FeBYAT

—. ABER

BB £a R

(AZEES

1  997f078fbc5e29569735d357b37f1095 sketch_may27b_send.ino.merged.bin
2 £864d0947bff188d2f7c33a279d46132 % .jpg

Flag #%&=X:

(AN RS
1 NepCTF{md5(GGREXEIRVN\YHRSHESE, FTHEMRTRK)}

=] MY

1. MEIRHRELESH;

¥E ESP32 EfF;

e &N EHIEEEI;
MRSARRINFEETRIZR 16 FHES,
BRI E1HE MD5,

—. M JPEG FiRENRREIER

XKE R A5 2 ESP32-S3 A AIRMIELER, (BEEIENXRBHMIEAZTEEH, MEJPEGH
Comment E&,

a > W



fEEF:

AR

1 exiftool % .jpg

WE .

(SRS

1 Addentify -verbose %: .jpg

AILEE

(AN RS

1 Comment: chl8 id19

XBLHHTRINSH:
AR
1 Channel = 18
ID = 19
7 HIRR
(ARERSY

1 ID 19 = 0x13

ZF R LPRIERTE JPEGHY COM FridEEs, H JPEG Marker 79:

(AN RS

1 FF FE

EEARFEE OCR, HizM#IT JPEG FTEERNFI,

=\ ‘I\jJIJE1q:*§:



B SR

AR

1 16777216

XHEHhEs:

XiBEARTEMN ESP32 Flash #if%, G4E:

(SRS

bytes = 16 MiB

1 merged.bin

Bootloader;

Partition Table;

Application;
NVS;
XHRKZ DX,

ESP32 My XFK@EHE I T Flash (R :

(AR S

1  Ox8000

T D XRATLUISE]:

IER

1 nvs

2 otadata

3 ota_0

4 ota_1l

5 uf2

6 ffat
FN BT

iER

1 ota_0

type=0x01
type=0x01
type=0x00
type=0x00
type=0x00
type=0x01

subtype=0x02
subtype=0x00
subtype=0x10
subtype=0x11
subtype=0x00
subtype=0x81

offset=0x009000
offset=0x00e000
offset=0x010000
offset=0x210000
offset=0x410000
offset=0x450000

Size=0x005000
Size=0x002000
Size=0x200000
S1ze=0x200000
S1ze=0x040000
size=0xbb00OOO



2 Flash offset = Ox10000
3 Size = Ox200000
RN A
AR
1 dd if=sketch_may27b_send.ino.merged.bin \
2 of=app.bin \
3 bs=1 \
4 skip=$((0x10000)) \
5 count=$((Ox200000))

fEA esptool HME:

(SRS

1  python3 -m esptool image-info app.bin

FERRAXZE ESP32-S3 WA :

(AN RS

Detected image type: ESP32-S3
Entry point: 0x40379b6c
Segments: 6

Flash size: 16MB

Flash freq: 80m

Flash mode: DIO

o b W N R

ETBRFERNT:

24 I RLETR KE
DROM 0x3c040020 0x1383c
DRAM 0x3fc97300 0x03d24
IRAM 0x40378000 0x08a88
IROM 0x42000020 0x317a4
IRAM 0x40380a88 0x067a0
RTC_DATA 0x50000200 0x20

RAPEFRIAE DT IROM:



08X 42000020

M. @R EE AP RSB
X B ITE R B

AR

1 strings -a app.bin

B LARE!:
KRB
1 Godox T4k5|NA5128 (REhR)
2
3t/ trigger - & 5|A
4  ch <1-21> - Y snE
5 g <1-9|6> - &EH (0=ALL)
6 1id <1-99> - REIREFID
7 p <0-9> - RBIHE
8 z <0-9> - RETE
9 m <0-2> - &BER, (0=ETTL,1=M,2=Multi)
10 b [N] - &EX N & (BRiA5)
11 ¢ / continuous - EL£EIX (1K)
12 stop - ZIEESRIE

IR YA 163 H 5

13 raw <hex...>

Y2 GO =Py =W

(GRS

1 [%4d] G%d D%d TRIGGER

B LU HIBTZ IR 2 — N ETF SI24R1/nRF24 R T4 B B Godox 3| %4 5128,
XN RIRESEHT:

(AN RS

1 Ox3fc9bPac

RIES RN ZEWRYIAIR, ATMEFE:



(4 aX

+0x00 Godox #ifiiE
SI24R1 f4
+0x01
X RF_CH 572528
+0x02 Group
+0x03 Device ID
+0x10 EERIEFF X
E—RESRE
+0x14 .
X Bl
+0x18 AT

F. MmERIA Group #1ID
IR RER LT :

(AN RS

1  0x42003034

KEROCRINT
(WEES

420030d8 132r a6, [0x4200002c]
; a6 = Ox3fc9blac

4200310e movi a8, 0x101
42003111 sl167 a8, a6, 2

1
2
3
4
5
6
7
EEFF:

AR

1 0x0101

5N

(YRS



1 state + 2

ESP32-S3 fE /iy, BEILEREFEHEIERA:

AR

1 state[2] Ox01
2 state[3] = Ox01

SRS EMEE:

(AR S

1 group
id =1

FRUFRASER A

(AN RS

Ox01
Ox01

1  Group
ID

B FevkEEiE S ZXRFLE ID IRERN:

(AN RS

1 1d19

FIERLREZE:

(AZEES

1  Group = 0x01
ID 0x13

75 8 18 At ARHENBIEE

SR8 IR B R AL T

(YRS



1  0x420026f0

ZIRIER

AR

1 42002714 132r a7, [state]

2 42002717 add a8, a2, channel_table

3 42002719 18ui a8, a8, O

4 4200271c s8i a2, a7, O

5 4200271f s8i a8, a7, 1

B AmE S

AR

1 void set_channel(uint8_t channel)

2 A

3 if (channel < 1 || channel > 21) {

4 return;

5 }

6

7 state.channel = channel;

8 state.rf_ch = channel_table[channel];
9
10 si24rl_write_register (0x05, state.rf_ch);
11}

SI24R1/nRF24 & 728!

(AN RS

1 0Ox05 = RF_CH

PRrUAE A By

(GRS

1 ch18

R

ABURTE Lk R — 1 Y STIIE & 5o
i &% £ 4R EL A IS A R IREN



(AN RS

1 state[2]
2 state[3]

Group
ID

SHBIEE state[0] = state[1l] o

Atk :

LRIk
1 chi8 -> EEEXSEINR, A#E#N payload

2 1id19 -> #HN payload BY ID FE&
¥#E 18 BIEEAFUEERHEIEN,

t. AR
AR AT

(AN RS

1  0x42002450

KE/RCYR
REGIR
1 4200245 18ui al2, a6, 3
2 ; state.did
3
4 42002461 18ui all, a6, 2
5 ; state.group
6
7 42002466 movi.n al5, 1
8 ; data_len = 1
9
10  4200246a movi.n al3, 1
11 ; command = 1
12

13 42002473 movi.n a8, 1

14 42002475 s32i.n a8, al, 8
15 ; data[0] = 1

16

17 42002477 call8 0x42002390



18 ; build_packet(...)

Xtensa Windowed ABI F7, JABEESEM aleo FiaEiE, RLiZIBABRENT:

REBR
1  uint8_t data[l] = {Ox01};
2
3 build_packet(
4 packet,
5 state.group,
6 state.1id,
7 0x01,
8 data,
9 1
10 );
Trigger #3EIT:
AT LR
1 command = 0x01
2 data[®@] = 0x01

3 data_len = 1

I\ E 16 FEEKE
B EREAT:

(YRS

1  0x42002390

SEEXEEENT:

(AN RS

42002390 entry al, Ox20

1

2

3 42002393 movi.n al2, 0x10

4 42002395 movi.n all, O

5 42002397 mov.n al@, a2

6 42002399 132r a8, [memset]



7 4200239c callx8 a8

XFRY :

(AZEES

1  memset(packet, 0, 16);

PEfEIENEK:
AR
1 420023a8 movi.n a8, Ox55
2  420023aa s8i a8, a2, 0
3 420023ad s81 a3, a2, 1
4 420023b0 s8i a4, a2, 2
5 420023b3 s81 a5, a2, 3

XTI

AR

1  packet[0] = 0x55;

2  packet[l] = group;

3 packet[2] = -d;

4 packet[3] = command;
SHIMTInEGE:

AR

420023b9 beqz.n a6, 0x420023cc
420023bb  beqz.n a7, 0x420023cc

1

2

3

4 420023bd movi.n al2, Ox0a

5 420023bf minu al2, a7, al2
6
7
8
9

420023c2 mov.n all, a6

420023c4 addi.n ale, a2, 4

420023c6 132r a8, [memcpy]
10  420023c9 callx8 a8

XFRY :



(AN RS

1 if (data != NULL && data_len != 0) {
memcpy (packet + 4, data, min(data_len, 10));

REITER:

(AN RS

1  420023cc mov.n al@, a2
2  420023ce call8 0x4202cec4
3 420023d1 s8i alod, a2, oxof

XTI

(AN RS

1 packet[15] = checksum(packet);

ST

REGIR

1 void build_packet(

2 uint8_t packet[1l6],

3 uint8_t group,

4 uint8_t 1id,

5 uint8_t command,

6 const uint8_t xdata,

7 uint8_t data_len

8 ) {

9 memset (packet, 0, 16);
10
11 packet[0] = 0Ox55;
12 packet[1] = group;
13 packet[2] = 1d;
14 packet[3] = command;
15
16 if (data != NULL && data_len != 0) {
17 memcpy (packet + 4, data, min(data_len, 10));
18 }
19

20 packet[15] = checksum(packet);



21 }

N RISERER D

FRBS R ER LT

(AZEES

1 Ox4202cec4

[C4RmanT
AR
1 4202cec4 entry al, 0x20
2 4202cec7 mov.n all, a2
3  4202cec9 movi.n alo, 0O
4  4202cecb movi.n a2, 0
5 4202cecd movi.n a9, OxOf
6  4202cecf Tloop a9, 0x4202cede
7
8 4202ced2 add.n a8, all, al0d
9  4202ced4 18ui a8, a8, 0
10  4202ced7 addi.n alo, alo, 1
11  4202ced9 add.n a8, a2, a8
12 4202cedb extui a2, a8, 0, 8
13
14  4202cede retw.n
BIRREE:
RIEIR

1 OXxOF = 15

FREN—TFHARRBRS U, FLEEE:

fFB5%

1 uint8_t checksum(const uint8_t packet[16])
2 {

3 uint8_t result = 0;

4

5 for (int i = 0; i < 15; i++) {



result = (uint8_t) (result + packet[i]);

O© 0o N O

return result;
10 }

WELER 15 F TR RIMAME 256,

+. MERLE Trigger FUEE

B&E1FE:
(RIS
1 Magic = 0x55
2 Group = Ox01
3 ID = 0x13
4 Command = 0x01
5 Data = 0Ox01
B HiEE 15 F 1.
iER

1 5501 13 01 01 00 00 OO0 OO OO OO GO 0O OO0 006

TR
HEDIR

1 Ox55 + Ox01 + O0x13 + Ox01 + Ox01
2 = Ox6B

FtERE 16 FRHASHESA:

(AN RS

1 5501 13 01 01 00 0O OO OO OO 6O OO OO0 OO OO 6B

PSIVEY



Offset AR &

0 Magic 55
1 Group 1
2 1D 13
Trigger
3 Command 1
4 Trigger Data 1
5-14 Padding 0
15 Checksum 6B
+—. ItE MD5
B 44T ENERHE B BdE AT -
(SRS
1 202X

P]li o A vt il SIVATS SN
R EBERBERTNS:

RiR

1 5501130101000000000000000000006B
&

RgIR

1 printf '5501130101000000000000000000006B" | md5sum
LR

(AN RS

1 5bf7d6ca3d718c33301a52e5f45909b8

+=. RS



1~—from __future__ impo

O© 0o N O U b W N

W W W WwWNNNNNNNNNMN-RRERRRRRBRB R R
W N R O® O©Ow~NOou B» WNRPR O O OWw-NOOUuMAWNIRO

34
35
36
37
38
39
40
41
42
43
44
45
46
47

import argparse
import hashlib
import re
import struct
import sys
import tempfile

import zipfile

rt annotations

from dataclasses import dataclass

from pathlib -import

EXPECTED_BIN_MD5
EXPECTED_JPG_MD5

# Constants recovered by reversing the firmware.

PACKET_MAGIC = 0x55
DEFAULT_GROUP = 1

Path

"997f078fbc5e29569735d357b37f1095"
£864d0947bff188d2f7c33a279d46132"

TRIGGER_COMMAND = 0x01

TRIGGER_DATA = bytes
PACKET_SIZE = 16
MAX_DATA_SIZE = 10

([0x01])

@dataclass(frozen=True)

class Partition:
type: int
subtype: int
offset: int
size: int
label: str
flags: int

def md5_bytes(data:

return hashlib.md5(data) .hexdigest()

def parse_jpeg_comme
"""Return all JP

if not data.star
raise ValueE

comments: Llist[s
pos = 2

bytes) -> str:

nts(data: bytes) -> list[str]:

EG COM (OXFFFE) strings before the scan data."""
tswith(b"\xff\xd8"):

rror("not a JPEG file")

tr] = []

while pos < len(data):

if data[pos]
pos += 1

continue

I= OXFF:



48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86

87
88
89
90
91
92
95

while pos < len(data) and data[pos] == OxFF:

pos += 1
if pos >= len(data):
break

marker = datal[pos]
pos += 1

# Standalone markers, with no 16-bit length field.
if marker in {0x01, xrange(0xDO, OxD9)}:

continue

# Start of Scan: entropy-coded data follows; metadata is finished.
if marker == OxDA:

break
if marker == 0xD9:

break

if pos + 2 > len(data):

raise ValueError("truncated JPEG segment length")
seg_len = struct.unpack_from(">H", data, pos)[0]
if seg_len < 2 or pos + seg_len > len(data):

raise ValueError("invalid/truncated JPEG segment")

payload = data[pos + 2 : pos + seg_len]
if marker == OxFE:

comments.append(payload.decode("utf-8", errors='"replace'))
pos += seg_len

return comments

def parse_channel_id(comments: list[str]) -> tuple[int, int, str]:
for comment in comments:

match = re.search(r"ch\s*x(\d+)\s+id\sx(\d+)", comment, re.I)
if match:
return int(match.group(l)), int(match.group(2)), comment

raise ValueError ("JPEG comment does not contain 'ch<number> -id<number>'")

def parse_partition_table(flash: bytes, table_offset: int = 0x8000) ->
list[Partition]:
"""Parse standard 32-byte ESP-IDF partition-table entries."""
partitions: Llist[Partition] = []
for pos in range(table_offset, min(table_offset + 0x1000, len(flash)), 32):

entry = flash[pos : pos + 32]
if len(entry) < 32:
break
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95
96
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104
105
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107
108
109
110
111
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113
114
115
116
117
118
119
120
121
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123
124
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130
131
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138

magic = struct.unpack_from("<H", entry, 0)[0]
if magic in (OxFFFF, OxEBEB):

break
if magic != Ox50AA:

continue

p_type, subtype, offset, size = struct.unpack_from("<BBII'", entry, 2)
label = entry[12:28].split(b"\0", 1)[0].decode("ascii",

errors="replace")

flags = struct.unpack_from("<I'", entry, 28)[0]
partitions.append(Partition(p_type, subtype, offset, size, label,

flags))

def

def

return partitions

choose_app_partition(parts: list[Partition]) —-> Partition:
# Prefer ota_0 (type=app, subtype=0x10); otherwise use any app partition.
for part in parts:
if part.type == 0x00 and part.subtype == 0x10:
return part
for part in parts:
if part.type == 0x00:
return part
raise ValueError("no ESP32 application partition found")

verify_firmware_evidence(app: bytes) -> dict[str, int | bool]:
""" ocate strings and compact dinstruction signatures cited in the WpP."""
strings = [

"Godox TCZk5|IAEETER (RZAR)".encode(),

b"t / trigger",

b"raw <hex...>",

b" [%4d] G%d D%d TRIGGER ",

# Xtensa bytes from the packet builder:
# movi.n a8,0x55; s8i1 a8,a2,0; s81 a3,a2,1;
# s81 a4,a2,2; s81 a5,a2,3
packet_header_signature = bytes.fromhex(
"5c 58 82 42 00 32 42 01 42 42 02 52 42 03"

# Initialization bytes around:
# movi a8,0x101; sl67 a8,a6,2
default_group_id_signature = bytes.fromhex("82 al 01 82 56 01")

result: dict[str, int | bool] = {}
for ditem in strings:
result[item.decode(errors="replace")] = app.find(item)
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147
148
149
150
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155
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157
158
159
160
161
162
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164
165
166
167

168
169
170
171
172
173
174
175
176
177
178
179
180
181
182

def

result["packet_header_signature"] = app.find(packet_header_signature)
result["default_group_id_signature"] = app.find(default_group_id_signature)
return result

build_packet(group: int, device_id: int) -> bytes:
if not O <= group <= OxFF:

raise ValueError("group must fit in one byte")
if not 0 <= device_id <= OxFF:

raise ValueError("device ID must fit in one byte")

packet = bytearray(PACKET_SIZE)
packet[0] = PACKET_MAGIC
packet[1] = group

packet[2] = device_1id
packet[3] TRIGGER_COMMAND
packet[4 : 4 + min(len(TRIGGER_DATA), MAX_DATA_SIZE)] =

TRIGGER_DATA[ : MAX_DATA_SIZE]

def

packet[15] = sum(packet[:15]) & OxFF
return bytes(packet)

find_challenge_files(directory: Path) -> tuple[Path, Path]:
files = [p for p in directory.rglob("*") if p.is_file()]

jpgs = [p for p in files if p.read_bytes()[:2] == b"\xff\xd8"]
bins = [p for p in files if p.suffix.lower() == ".bin"]

if len(jpgs) != 1 or len(bins) != 1:
raise ValueError (f"expected one JPEG and one BIN, got JPEG={jpgs}, BIN=

{bins}")

def

return bins[0], jpgs[0]

main() -> int:

parser = argparse.ArgumentParser (description="Solve the NepCTF flash-

transmitter challenge'")

parser.add_argument("archive", type=Path, help="path to raw.zip")

args = parser.parse_args()

if not args.archive.is_file():
print(f"[-] file not found: {args.archivel}l", file=sys.stderr)

return 1

with tempfile.TemporaryDirectory(prefix="nepctf_flash_") as tmp:
tmpdir = Path(tmp)
with zipfile.ZipFile(args.archive) as zf:
zf.extractall(tmpdir)

bin_path, jpg_path = find_challenge_files(tmpdir)
flash = bin_path.read_bytes()
jpeg = jpg_path.read_bytes()
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192
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198
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200
201

202
203
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205
206
207
208
209
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214
215
216
217

218
219
220
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222
223

bin_md5 md5_bytes (flash)

jpg_md5 = md5_bytes(jpeg)

print(f"[+] BIN : {bin_path.name}")

print(f" MD5 : {bin_md5} {'OK' if bin_md5 == EXPECTED_BIN_MD5 else

'MISMATCH'}")

print(f"[+] JPEG: {jpg_path.name}'")
print(f" MD5 : {jpg_md5} {'OK' if jpg_md5 == EXPECTED_JPG_MD5 else

'MISMATCH'}")

comments = parse_jpeg_comments(jpeg)

channel, device_id, comment = parse_channel_id(comments)
print(f"[+] JPEG COM marker: {comment!r}'")

print(f" channel={channel}, id={device_id}")

parts = parse_partition_table(flash)
app_part = choose_app_partition(parts)
print("[+] ESP32 partitions:")
for part in parts:
print(
" {part.label:<8} type=0x{part.type:02x}

subtype=0x{part.subtype:02x} "

f'offset=0x{part.offset:06x} size=0x{part.size:06x}"

)
print(f"[+] selected app partition: {app_part.label} @

Ox{app_part.offset:x}")

byte.

app_end = min(app_part.offset + app_part.size, len(flash))
app = flash[app_part.offset:app_end]

evidence = verify_firmware_evidence(app)

print("[+] firmware evidence:")

for name, offset in evidence.items():

if disinstance(offset, bool):

print(f" {name}: {offset}")

else:
text = "not found" if offset < 0 else f"app+Ox{offset:x}"
print(f" {name}: {text}")

# Reversing shows that channel selects RF_CH only and is not a payload

# The packet uses default group=1 and the image-provided device ID=19.
packet = build_packet (DEFAULT_GROUP, device_1id)

spaced = " ".join(f"{byte:02X}" for byte in packet)

compact = packet.hex() .upper()

digest = hashlib.md5(compact.encode("ascii")) .hexdigest()



224 print(f"[+] RF channel selected by clue: CH{channel} (not -included 1in

payload)")
225 print(f"[+] trigger packet: {spaced}")
226 print(f"[+] MD5 -input : {compact}")
227 print(f"[+] flag : NepCTF{{{digest}}}")
228
229 return 0
230
231 if __name__ == "__main__":
232 raise SystemExit(main())
233

[%4d] G?fd D‘i"’d TRIGGER : app+@x12@
packet _header_signature: app+@x223a8
default_group id signature: app+@x231@e

RF channel selected by clue: CH18 (not included in payload)
trigger packet: 55 @1 13 @1 ©1 ©0 60 €0 OO P° 60 PO OO 00 e 6B
MD5 input : 55@811301e100e0000000000000200068

flag : NepCTF{5bf7d6ca3d718c33301a52e5f45909b8}

NepCTF{5bf7d6ca3d718c33301a52e5f45909b8}

GameH A 7ith

1. EBER

-BEHBWR: HE (Fih)
-FAEZEB: Reverse + Misc
-FEFZER: Unity IL2CPP

- &% Flag:

(AN RS

1  NepCTF{ch2b11826d46c23a196efe979d335d20262ca94e99885db38b50bce2b4988539}

2. BE
Mt Unity IL2CPP #%, REEXHHEIE:

AR

1  GameAssembly.dll
2 JO7_Data/il2cpp_data/Metadata/global-metadata.dat



3 JO7_Data/data.unity3d

e R R T LAE L2

(AZEES

CampaignRunState
StorePoint
WinPoint
TeleportPoint

a A W N R

TeamTokenPopup

Hrh CampaignRunState 43P stateA . stateB T 64 IIRE. ERMKXRERN=M

ZINEEH, mEKBAME Token, W MRBEMSHBEHEFITE SHA-256,
AERERPH “FREE" W stateA 5 stateB , METEEXRFMHFERERM,

3. RRR R

BORERUTAR:

1. RESHR1E;

2. RBERNXREREHRS;

3. Mix() KEREEE;

4. Bx¥% Flag B9 SHA-256 R8T,

BINBEESM Unity 22 E, HIAELMEINE,.

Scene3 BATFE 0x123 WNHHNER, BEFEREGS@EIEE]:

AR

1 x = 135.6 —> x = 185.4

FtsBE#EBRIAUF x = 176.1 HRER, EWFHFTIRREMN 0x123

4. Rtz

4.1 KEWEE
IER
1 stateA = Ox243F6A8885A308D3
2 stateB = Ox13198A2E03707344



3 eventCount = 0

4.2 IFTHEMHFS

HE